TEAM – Web Conversion Strategy and Architecture

Since the Current TEAM application is written in an object-based programming language (OpenROAD), we will be extracting all relevant FTA business process code and slightly remodeling it based upon today’s most standard Web Component techniques.

Our design goal of producing a product that can be easily upgraded, in order to take advantage of future Web enhancements, will be achieved by using cutting-edge technology. Special design considerations will be evaluated to support new Internet advances in ASP+, ADO+, XML and the SOAP protocol.

Moving the TEAM GUI to the web has brought about special client-side considerations regarding certain components of the web-enablement process, including scripting language, Document Object Model (DOM), and display resolution.  After weighing the various options we have chosen to use HTML and JavaScript and to develop for a screen resolution of 900x600 on the client-side. 

 Client-side FAQ       
Why isn’t VBScript our Scripting Language of choice? We’ve chosen JavaScript over VBScript because of its cross-browser support. This simply means that client-side VBScript is proprietary to the Internet Explorer browser, whereas JavaScript can run on Netscape and Internet Explorer.  This also means that clients using the TEAM Web application will have to have Scripting enabled.

What is 900x600 resolution and why are we choosing it?  All I can say about this one is that sites are generally built using a certain resolution.  Resolution is defined by how many dots or pixels are on your screen. The number of these pixels determines how clear the resolution is and how much information fits on a monitor.  The TEAM application, for example, was built using 640x480 resolution.  Building a site to a specific resolution does not limit or restrict the usage of that site. Using the site’s chosen resolution simply improves the appearance of how information is displayed on a monitor. 

Will the TEAM Web application use those cookie things?  The TEAM application will use cookies.  We will NOT store currency, user info (ex: password, PIN), or any other type of sensitive information!  Also, our server-side solution depends on the use of cookies.  This also means that clients using the TEAM Web application will have to have cookies enabled.

Will the TEAM Web application use Java Applets or ActiveX?  We will be using some Java Applets.  Applets are tiny pieces of software that get downloaded to your machine when you visit a web page with them embedded in it.  Don’t worry, Applets are harmless but, for extra security, we will only use Applets that we write ourselves or have code available to for flaws. 

ActiveX controls, on the other hand, are proprietary to Internet Explorer and, since we’re developing for cross-browser support, they cannot be used.

After evaluating multiple server side solutions, we’ve chosen to use Microsoft’s DNA framework approach.  The main factors for this decision were: price, time to market, abundance of resources, and  Microsoft’s commitment to future web technologies.  

Server-side FAQ

Why didn’t we use server side JAVA or JSP? Well, there were important factors in the decision against JAVA Servlets and JSP.  JAVA is still rather young, component servers for EJB are still quite expensive, data access (depending on OS) has had numerous issues, and there seem to be limited resources in the marketplace.  Again, we will be trying to develop the TEAM application so that migration to future technologies will go as smoothly as possible.

Since we’re using JavaScript on the Client-side, why aren’t we using it on the server side as well?  Even though that sounds like the correct approach, it would not help with code readability or development  time.  Typically, on an Active Server Page, you can find HTML tags, client-side JavaScript, and some other type of server-side language. Imagine using JavaScript as the server-side language; it would be pretty hard to distinguish the client-side code from the server-side code.  Also since VBScript is a Microsoft language it integrates better with MTS and COM, the other server-side technologies we’re using.
How are you getting data from the database?  Once again, we’re using a Microsoft solution called ActiveX Data Objects (ADO).  These components fit well with the overall Microsoft DNA architecture.  Microsoft is banking on the ADO model to fulfill is strategy for Universal Data Access (UDA).  UDA is Microsoft’s plan for a common model by which it will be possible to access and manipulate all sorts of information.
We decided to stay with the currently used IngresII (DBMS) Database Management System for the respository of TEAM data.  Since the web conversion of the TEAM application has to coexist with the current client-server TEAM application, changing the DBMS might introduce problems within both systems. 

Data Repository FAQ

I’ve heard a lot of people say “Always use Stored Procedures, they’re faster”. Will TEAM Web use SPs? The Team Web application will only use Stored Procedures to an extent.  

Stored Procedures got their reputation from being like program executables.  The thought is that if it’s compiled in the database, certain evaluations won’t have to occur every time the SP is called, so speed should increase.  This statement is true, SPs are compiled code that runs fast, but there are weighty drawbacks as well.  The two that come to mind are incompatibility and difficulty in debugging.  Incompatibility comes into play when you want to change DBMSs. Each DBMS usually writes and compiles SPs differently, so there’s no one to one mapping between DBMSs.  Since SPs run internally in the DBMS (another reason for speed), there’s no easy way of debugging a Stored Procedure when something goes wrong.

N-Tier Talk
The TEAM Web application will physically and logically start out with a 3-tier architectural approach.  This will not limit the future of scalability and will allow us to use hardware that we already have.  In the future, adding a new web server, component server or database server, should be almost seamless.  Below is a simplistic diagram of the three tiers.  
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TEAM Security

Moving Client-Server applications to the web poses special concerns regarding program security.  The current TEAM application uses multiple security solutions such as Encryption, Logon credentials, Digital Pins, Database auditing and restrictions in the ability to obtain the TEAM software.  The TEAM Web application will build upon all of these solutions and add a more secure encryption communications channel for all interaction with the TEAM Web server.  The following security measures will still be used with TEAM Web:

1. Users will need to login with their TEAM username and password.

2. Access to certain options will still depend on each user’s authority.

3. Authorized users will still need a digital pin to submit projects.

4. The database will continue to track all changes made by a user. 

Below is a simple sketch of the common PKI solution.
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Security FAQ
How much extra work is required by the client in order to enable (SSL) Secure Socket Layer security? This question has a simple answer…none.  When a user visits the TEAM website for the first time a digital certificate is automatically downloaded and installed into the user’s web browser.  After the installation is complete, the user will notice a little lock symbol at the bottom, right-hand corner of the web browser.  This symbol lets the user know that they’re in a secure site where all information is being encrypted.

Why are we using digital certificates and not digital IDs or digital signatures?  We looked at the different aspects of these three approaches to web security and concluded that digital certificates best fit our needs in: price, low Operating System overhead, number of users that share PCs, and ease of use in securing the TEAM website.

Sometimes I log into TEAM and walk away. When I come back and try to do something, TEAM sends me back to the login page and says “Session Expired”. What does that mean?  TEAM tries to secure itself in many different ways.  When a user logs into TEAM, we give them a 20 minutes “stale period” (when no action whatsoever is taken) before logging them out of TEAM.  This functionality protects TEAM users and our database from third party updates. 

Example:  Brad decides to leave work early and in doing so forgets to log out of TEAM. Todd comes by and notices that Brad is still logged in, so Todd sits down and starts hitting the Delete Project button, clearing out every project that Brad has worked on.  Guess who’s name shows up in the database? 

TEAM Reporting

Reports for TEAM have been limited in the past.  TEAM’s current reporting capabilities include View/Print, Microsoft Access reports, dumped data reports on an accessible web server and a few per-request reports.  The next generation of the TEAM Web application will introduce a dynamic, Web based reporting solution.  

The dynamic web-based solution will allow users to select from numerous report topics and to filter criteria elements to only retrieve relevant information. A typical scenario follows…

a) User visits a TEAM reporting page

b) User enters report criteria

c) User submits report request

d) Web server connects to DBMS

e) Web server queries DBMS for user data using criteria

f) Web server writes resultset to web accessible directory

g) Web server redirects the user to that directory and file

h) User’s browser displays Save As dialog box

i) User downloads report to local machine

j) Report is cleaned off of web server

Security FAQ

Why aren’t we using Crystal Reports 8.0 like everyone else? There were a couple of main issues with CR 8.0 reporting.  One of the reasons for not choosing CR 8.0 was the price. Recently, Seagate Software changed their pricing to $1,000 per concurrent user (we were expecting 100 concurrent users, meaning that the total cost would be about $100,000).  Second, this is the first version of web based reporting for CR, so there are still some glitches that need patches right off the bat.  Also, the Crystal Reports mechanism for state maintainability caused excessive server load and was not at all scalable.  Lastly, all reports had to be preformatted, which would not allow users to select information (columns) to see in the formatted output. 

By using the reporting tool that we have chosen, the TEAM system should easily integrate with future web reporting options (that don’t have the limitations described above).
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