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The Network Systems Administrator is responsible for the overall operation, general maintenance and oversight of network-related hardware, software, and communications components.

Daily Operations

( Full backup of the Production Database is performed 

( All log files are checked including: the DNS log, Firewall log, FTP logs, and 

    System logs.

( Disk space is monitored.

( DNS boxes are monitored.

( Quality Assurance box is refreshed nightly.

(  System Documentation is performed.

(  Daily automated jobs are monitored.

Monthly Operations


( Full backup is performed on the last day of each month.  This includes the  

                backup of the Operating System and Hard Drives.  Backup tapes are then 

                given to the FTA Director of Security.

Yearly Operations


( Yearly backup is performed at the end of each calendar year.   Backup tapes are 


     given to the FTA TEAM Project Manager.

Ongoing Operations

· Checks for Microsoft updates

· Performs all necessary updates on user workstations

· Checks for Anitvirus updates

· Monitors disk space

· Configures workstations for LAN

· Installs all software on user workstations

· Uploads files from the current web server

· Monitors network traffic

Security Measures 

· All  user accounts for the Production database are set up by the Production 

Systems Administrator. User accounts for the Quality Assurance and LAN boxes are set up by the Network Systems Administrator.

· Server room access is restricted and monitored through the use of “Badge 

Reader” technology.  New user access is granted by CA Headquarters Security officials upon a request from the TEAM Project Manager, via the Herndon Facilities department. 

· Current server room access is granted to:

Ali Sedghi - Network Systems Administrator

Sameena Ahmed - Production Systems Administrator

Nasim Ahmad - Database Administrator

Rick Flemings - Project Manager

CA Security officials

Backup Site
· The FTA Headquarters has been designated as the backup site for TEAM.   

In the event of unforeseeable circumstances that prevent regular TEAM operation within the Herndon facility, the Production box will be taken to the FTA Headquarters and all user traffic will be re-routed there.
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