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General Information:

The Federal Transit Administration (FTA) of the Department of Transportation awards over 8 Billion Dollars in Federal Grants annually.  This money funds more than 800 transit organizations across the United States, supporting our nation’s Mass Transit Infrastructure.  

At the center of the FTA’s Grants Management mission is the TEAM-Web Application. Designed and built by the FTA’s Office of Information Technology and the Office of Program Management.  The TEAM-Web System is a Project & Financial Management application that was designed and developed to fulfill government mandates for increased accessibility by the public to Federal Assistance Programs and the replacement of paper-laden processes with electronic processes.  The TEAM (Transportation Electronic Award Management) system is currently the only application of its kind to be Certified and Accredited within the Department of Transportation.  It is also the only application within DOT to have been given a rating of “Effective” by the GAO, in a recent audit of applications throughout the Federal government.

Ninety-eight percent of the 8 Billion Dollars in Federal Grants funding is applied for, reviewed, approved and managed electronically, using the TEAM application.  It allows individuals from recipient organizations across the nation to log onto any computer with access to the Internet and perform all the necessary functions to apply for Federal Transit grants, execute awards, manage projects, submit all required reports, etc.  FTA employees are able to use the system for the application review and approval process, project oversight, interagency reporting requirements, and more.
Background:

The TEAM application was created to replace the Main Frame-based Grant Management Information System (GMIS) application.  GMIS worked primarily as a storage system for Federal Assistance related data, most of the data entry of which was performed by the FTA staff.  The goal of the TEAM application was to eliminate the redundant data entry and design a system that managed not only the data, but the process as well.  At the time the TEAM project began, the Internet was thought not to provide a level of security and reliability necessary for a mission critical system.  Therefore, rather than attempting a fully web-enabled application, a client-server model was adopted.  The client-server version of TEAM was brought on-line in November of 1998.  This previous version of the TEAM Application was built using OpenROAD on top of an Ingres II database.  

The client-server version, thanks to very strong support from upper management, caused a strong shift in FTA culture and process.  It became a great success in both reduced time and effort spent on applying for and managing Federal Assistance for Mass Transit, but also, due to this increased efficiency for both the recipients and the FTA, resulted in a dramatic increase in the level of funding successfully awarded.  Since the implementation of TEAM in 1998, the FTA has more than doubled its awards, from less than 4 Billion annually to more than 8 Billion last year.

Throughout the course of the project, considerable progress was made in terms of web-based systems security.  As a result, FTA directed the development of a web-version of the TEAM System in the government’s fiscal year 2000.  Under the version name of “TEAM-Web”, the web-enabled version went live the morning of October 1, 2001.  The implementation of TEAM-Web had another profound affect on the culture of FTA, because TEAM-Web’s enhanced reports capability suddenly turned the spotlights on the TEAM data, making it easier to view patterns, identify issues and weaknesses in both the process and the systems relating to Federal Assistance.

In addition to TEAM-Web’s enhanced reporting capability, a robust Attachments feature was added, allowing the attachment of virtually any type of electronic document to electronic Federal Assistance Applications in TEAM.  This feature has provided another extremely powerful shift in the current and potential use of the TEAM system by facilitating the business re-engineering of the Federal Assistance Process.  While web-enablement has greatly increased the speed and reduced the costs of implementing enhancements to the system, the attachment feature allows the FTA to quickly expand functionality without changing the system at all.  

By setting up standardized attachments to fulfill new informational requirements, FTA can almost immediately begin to gather and extract information without modifying the application.  Decisions on whether to subsequently enhance the system to collect the information can then be made based on the number of users required to supply the information, the anticipated length of time the requirement will last, and likelihood of further changes to the requirement.

The FTA chose to require that both the web and client-server versions of TEAM be able to run in parallel to provide insurance in case of some problem with the web system.  Also some of the high-level budget functionality was maintained on the client server version of TEAM (TEAM 5.2) during the first year of the web system, for security reasons. Running in parallel allowed for an incremental conversion that resulted in a remarkably smooth transition year.  Both applications were run concurrently, and as a function was released into TEAM-Web, it was removed from the client server version.  At this time there are only a handful of individuals who still utilize any functionality on TEAM 5.2.

Services Performed:

The TEAM Project Group staffs the TEAM Help Desk, assisting over 4000 users across 11 Time Zones with issues relating to the application, review, award, execution, management, amendment, and closeout of over 100 Billion dollars in active Federal Assistance Funding.  In addition, the group provides systems and network administration, database and data administration, TEAM application training, FTA Ready Site support, maintenance and enhancement of the TEAM software, security and performance monitoring and administration, Program and Budgetary Office process support, and more.

Technical Data:

The TEAM-Web physically and logically begins with a three-tier architecture as displayed in the diagrams below.  This method helps to enhance future scalability.
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Software/Programming:  

The technology utilized for TEAM-Web included (D)HTML and JavaScript for the presentation tier with encryption using digital certificates, ASP (VB Script), XML, MTS for the business tier and ADO, XML and IngresII for the data tier.  TEAM-Web also has some custom interfaces that exchange data to FTA with the use of FTP scripts and CA-OpenROAD (4gl language) applications. 

Hardware/Network:
TEAM hardware consists of many servers and workstations.  Each server’s specs vary depending on the workload that it needs to handle.  The production and web servers have more power and storage for better performance.  SAN technology is also utilized, which allows for greater storage area for TEAM attachments and files.  The web farm, which consists of multiple web servers, sits in a DMZ zone created by the firewall.  TEAM security only allows authorized users access this area.  The SSL runs on PowerApp Servers, which also handle the load balancing of the web servers.  Two routers direct network traffic; one directs the Internet traffic while the other directs the internal traffic.  The internal traffic is a combination of the traffic at the remote Herndon site, Head Quarters (Washington DC), and regional traffic.

Security:

The Client Server version of the TEAM-Web application utilized a variety of security solutions including Encryption, Logon credentials, Digital Pins, Database auditing, and obtaining the authorization to receive and install an application CD.  Aside from the necessity of having to obtain an application CD, TEAM-Web utilized all of the security functions incorporated in the client server version of TEAM and was enhanced with a secure encryption communications channel for all interaction with the TEAM-Web server.  TEAM-Web Users need to login with their TEAM username and password, user rights and privileges can be set per individual user, authorized users must enter a digital pin to submit or execute an application, and the database tracks all the changes made by a user. Below is a simple illustration of the common PKI solution.
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Benefits of TEAM:

TEAM has allowed the FTA to convert over 98% of its grants to electronic, thereby
•  Reducing personnel hours needed to process applications by about 49,000 personnel hours per year

• Cutting the number of pages needed for each application from 130 to 8 electron images for a total savings of about 211,200 pages per year

• Dramatically improving reporting and reconciliation capabilities.

Reporting tools are extremely enhanced in TEAM-Web.  A wide range of reporting features is offered in three tiers:  there are management reports, regional reports, and recipient level reports.  Users are now able to query live data, and view and manipulate that data in an Excel format.  The click of a button allows the user to view a formatted version of their grant, or verify the status of their application in the grant approval process.  Static reports can be easily updated and downloaded for viewing.  All of these features allow the user to more easily locate the data specific to their needs.  

As mentioned in the background section of this document, the Attachment feature is an extremely robust tool that has simplified the process of and expanded the capabilities of adding a wide variety of data to a grant application.  Limitations surrounding the addition of useful project information have drastically reduced with this enhancement.

Maintenance and maintenance costs have also been reduced.  The Client Server version, TEAM 5.2, required hundreds of CDs to be sent out to upgrade thousands of computers every time there was a significant change to the system.  This was a costly and time-consuming process.  Many necessary changes had to be delayed until a sufficient number of changes had accumulated to justify the cost of an upgrade.  With TEAM-Web, once a change has gone through the change management process, it can be made instantly available to all users of the system by simply posting the change to the FTA’s Web Server.  As long as the user has access to the Internet and Internet Explorer Version 5.5, Service Pack 2, or higher, no installations are necessary.  TEAM-Web can be accessed from anywhere and off of any computer with these basic requirements.
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