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INTRODUCTION
Local Security Managers, known as LSMs, and Alternate LSMs have been entrusted with the ability to grant limited access (Scope) to the TEAM-Web system.  The LSM scope is defined using the program office’s identification code, the recipient's organization code, and the user type.  These individuals are located in the FTA program offices and are the first line managers of the FTA projects awarded.  The LSMs have been granted access to the “TEAM-Web Administration Menu” and the “Security” functions, and have been delegated this responsibility by the Associated Administrator or Office Director for the program office they represent.  The LSMs have authority to grant TEAM-Web access within establish profiles that are limited to their program office and the grant recipients they manage.  LSM authority is granted by the FTA Security Officer and the TEAM-Web Project Manager is the alternate.
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Objectives 

The objective of this process is to use the security subsystem to specify who has access to the system, the specific resources, and what capabilities are authorized.  In addition the security subsystem automatically logs and reports access activity.  

When assigning the availability of TEAM-web Functions it is import to limit access to ensure:

· Users have only the access needed to perform their duties

· Access to very sensitive resources, such as security software programs, is limited to very few individuals, and

· Employees are restricted from performing incompatible functions or functions beyond their responsibility.  

Because adequate access controls involve determining what level and type of protection is appropriate for each user TEAM-Web security uses a policy of establishing “Scope, Profiles, Roles, and Privileges”.   Using these models the TEAM-Web security subsystem provides the mechanism that allows the LSM’s to assign one or more of the following types of accesses.

· Read only, which is the ability to look at and/or copy TEAM project and financial information within the user's scope and profile.  
· Update access, which is the ability to add and/or modify TEAM project and financial information with in the user's scope and profile
· Delete access, which is the ability to erase or remove project and financial information

with in the users scope and profile

· Execute access, which is the ability to execute a project and financial information with in the user's scope and profile 
Logical Access Controls

The User Id is TEAM’s identification process for distinguishing one user from all others.  The User Ids are important because they are the means by which specific access privileges are assigned, recognized and limited with in the TEAM business process.  There is no general access to the following:

· Security tables and encrypted information

· Application Software

· Profile and scope models 

· Audit and transaction trail tables

Password Policy

Passwords must be between 6 and 8 characters in length with a minimum of either 2 alpha or numeric characters.   The TEAM system forces users to change their password every 90 days, and passwords can not be reused within 6 cycles.  Passwords are stored using 128 bit encryption and can not be viewed by using any program.  If a user forgets their password it must be reset by the LSM or TEAM helpdesk staff.   Users should be instructed to guard the privacy of passwords and use sound security practices when protecting their passwords. 

After 3 failures the password will be suspended by the TEAM systems security subsystem.

LSM Limits

LSMs have special access privileges that are associated with reading or updating project information only.  And in turn they can assign access paths within the scope of their office.  Logical controls are implemented over the entire database through the use of the database management system software.  Any access to the DBMS, data dictionary software, application software and related tables is restricted by logical access controls, and encryption.  Only a small number of system administrators have system maintenance, application maintenance, and emergency handling privileges.  This access is granted by the senior security managers and the privileges are closely monitored.

Temporary Access Authorization

Generally temporary access is not assigned to the production system.  All access is authorized for the period of employment for FTA and grantee staff and/or for the period of the contract for non FTA staff, and is tailored to the needs of the Agency.    There is no need for emergency authorization.   

Information Ownership

The user profile and scope provide the ownership mechanism for securing the information stored in the TEAM-Web system.  These controls are used to tailor the user's access to meet their needs, and the needs of the grant making business process.  Not all information is shared because of the sensitivity of the data.  The rules for sharing information were developed during the implementation of the TEAM system.

User Access Certification

Certification of Users is performed every three years. Those who have not certified their access within 3 years have user accounts suspended. This ensures that user access is reviewed and access authorities are recertified.
Registering New Users

The TEAM User Access Form for Recipients is used to request ALL access to TEAM.  The forms and accompanying instructions are posted on the TEAM home page. It is the responsibility of the User requesting access to ensure they have the proper authorizations for access on their user form, but Local Security Managers can assist users by indicating which accesses they might require, and the necessary authorizations required for them.
The LSM authority is limited by the FTA employee’s assigned office, and / or by the recipient’s organizational identification codes.  The TEAM security subsystem provides these general access controls as options as seen on the tabs below.  The profiles for FTA employees are limited by their office, and the recipient profiles are limited to the organization they are representing.  

Using the control provided by the registration process FTA has a reasonable assurance that the TEAM resources and related computer facilities are protected against unauthorized modification, disclosure, loss, or impairment, and access is tailored to the business process of the grant making.  

Establishing / Changing Users Scope 

The user’s “Scope” is established using the “Security Information” tab.  The assigning of a “PIN” number provides the Recipient user with signature authority for submitting application, attesting certifications and assurance documents, and executing awards and the FTA User with Award Authority.  This screen is also used by the LSMs to reset passwords, suspend or unsuspend user's access, Certify Access, or for changing the user's name.  
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When a LSM receives a User Access Form request to change any of the information above they must first verify the accesses and authorizations with an appropriate FTA staff member who has knowledge about the user’s organization and requirements for TEAM access.
After changing this information the LSM must contact the user via phone number or email using the information provided in the general tab to let them know a change has taken place.  Confidential information should not be left on voicemail or transmitted by email or given to any person other than the owner of the ID.   

Whenever any authorized changes are made to a User Account, the account should be certified, and the accompanying User Access form kept in a secure file, or scanned and attached to the User Record using the paperclip icon in TEAM.

All changes made to a user account must be documented with a User note, as shown above, indicating the date, change summary, and name of LSM making the change. This will ensure that multiple LSMs can coordinate activity, and an audit trail is maintained.

Establishing / Changing Users Profile

The users “Profile” is established using the information on the user access form.  Assigning the “Profile” specifies the cost center (office) and recipient ID’s to which the user will have access.  Prima
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When a LSM receives a request to change any of the information above they must first make sure that the person is authorized the access.   Primary privileges provide update access, while Auxiliary privileges provide inquiry access only.
Establishing Roles & Privileges

The users “Roles & Privileges” are established using the information on the TEAM User Access Form.  Assigning the “Roles & Privileges” provides the entry paths for access to update functions within the user’s profile and user’s role.    This screen is also used by the LSMs to modify the user’s privileges.
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When a LSM receives a User Access Form request to change any of the information above they must verify the authorizations.   Authorizations for specific functions are outlined below:
Authorizing Officials for TEAM User Access (staff/contractor/auditor USER ACCESS FORM)

(More than one FTA Authorization may be required for a user)

Basic Access
· FTA Staff must have Supervisor Authorization

· Non-FTA Staff must have official FTA contact or COTR Authorization.
Special Access
· Help Desk Functions/Local Security Manager Functions

TEAM Project Manager or Director of Information Technology (TAD)

Authorizing Officials: Jacquelynn.Lopez@dot.gov , David.Hostetter@dot.gov
· Accounting and Budget Functions

 Director of Financial Systems or Director of Budget (TBP)

Authorizing Officials: Gwen.Daniel@dot.gov , Kristen.Clarke@dot.gov 

· HQ or Financial Manager Earmark Administration Functions

Director of Transit Programs (TPM)

Authorizing Officials: Mary.Martha.Churchman@dot.gov , Henrika.Buchanan-Smith@dot.gov 

· Civil Rights Functions

Civil Rights Officer, HQ (TCR)

Authorizing Officials: Sandra.McCrea@dot.gov , Janice.Barnes@dot.gov 

· Legal Signoff

Chief Counsel or Deputy Chief Counsel (TCC)

Authorizing Officials: David.Horner@dot.gov 

· FTA Obligation Authority (Award Access and PIN, also listed on picklist for 'Paper' Grants)

Only as indicated in the Federal Transit Administration Delegations of Authority

· Auditor Access

FTA Audit Liaison (TBP)

Authorizing Officials: Felicia.Jones@dot.gov 

References
The following reports and documents are useful references for a Local Security Manager:
TEAM Active User Dynamic Query

This query will provide the LSM with lists of Active Users and other useful information such as certification date, email address, etc.

TEAM User Access Forms and Instructions

http://ftateamweb.fta.dot.gov/static/Guidance-HQ/TEAM%20User%20Access%20Forms%20and%20Instructions.pdf 
TEAM User Guides

http://ftateamweb.fta.dot.gov/static/userguide.html
Refer to Chapter 10 – TEAM Web Administration

LSM Training

http://ftateamweb.fta.dot.gov/static/Guidance-HQ/2006%20TRAINING%20for%20LSMs.pdf 
A powerpoint that walks through the process of managing user access in TEAM.

Security Roles and Privileges Reference

http://ftateamweb.fta.dot.gov/static/Guidance-HQ/2006_06_01_SecurityRoles_v1.5.doc
A reference to assist Local Security Managers in identifying the right roles for users to perform activities in TEAM.































