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The User Management Process
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Why ?

N
e A 2005 audit identified that we,did not

follow a secure overall process for user
management in TEAM. We need.:
o Standard practices / form

o A method to ensure that TEAM users are
who they say they are

o Internal controls for Staff access and
authorization

FTA Office of Information Technology
2



=Q7EAM-Web

Local Security Manager
Responsibili\ties
* First line of defense against fraud,or other
systems misuse

* Ensure the accurate completion, processing,
and filing of all TEAM user access forms
o And OASIS employee separation notices

* Notify Administrative Officer (AO) of all Staff
TEAM Users (for OASIS TEAM User Group)

* Reset passwords for users assigned by your
office

FTA Office of Information Technology
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Managing Users is a BIG JOB!

Active Users,

9/20/2006 User Type

Cost Center Name Cost Center Code FTA Recipient Contractor/Auditor Grand Total
TAD TAD 46 1 5 52
TCC TCC 7 7
TPACA TPACA 4 . 4
TPM TPM 106 \ 54 199
TBP TBP 40 2 12 54
TRI TRI 77 110 7 194
TCR TCR 17 2 19
TAD Central TAD Central 11 3 14
TPE TPE 27 27
LMRO LMRO 9 8 17
TSS TSS 8 1 9
TRO1 TRO1 15 162 1 178
TRO2 TRO2 33 176 27 236
TRO3 TRO3 24 296 320
TRO4 TROA4 29 684 1 714
TRO5 TRO5 28 715 1 744
TROG6 TROG6 22 327 1 350
TRO7 TRO7 16 118 134
TRO8 TRO8 14 109 123
TRO9 TRO9 31 506 3 540
TRO10 TRO10 22 381 403
Grand Total 586 3,635 117 4,338

FTA Office of Information Technology
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The TEAM User Access Forms

N
* Package posted:

o TEAM Home Page, FTANet, and FTA Public
Website

* |ncludes 2 Forms:
o Staff/Contractor/Auditor
o Grantee

* |ncludes Complete instructions:
o Which form to use
o Where completed forms go for processing
o What additional documents may be needed
o What Authorizations may be necessary

FTA Office of Information Technology
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Local Security Managers

e |nthe TEAM User Access,}()rm
Instructions

* Listed on the TEAM Home Page

http://ftateamweb.fta.dot.gov/frames.htm

FTA Office of Information Technology
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Staff Forms

* All staff access to TEAM should be sigred by their
supervisor

* Special access to job-specific functions should be
signed by an HQ representative for that function
(Authorizations for Special Functions, page 18)

o Accounting Functions

o Legal Signoff

o Civil Rights Functions

o PIN Number for Obligation Activities, Earmark Management,
etc

* Notify Administrative Officer to add new staff to
OASIS TEAM User Group

FTA Office of Information Technology
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Contractor Forms
N

* Contractors acting as FTA staff who
require access to TEAM MUST be
Authorized by their Contracting Program
Manager.

o Example — Triennial Review Contractor

must be Authorized by Triennial Review
Program Manager

FTA Office of Information Technology
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Auditor Forms
N
* Auditors who require accesste. TEAM
MUST be Authorized by the FTA Audit
Liason in TBP.

* This access should be promptly
removed when audit activities are

complete.

FTA Office of Information Technology
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Grantee Access
N

* Ensure that Grantee Users are
authorized to have the functions they
are requesting

* Have the grant manager sign off to
ensure they ‘are who they say they are’

* Make sure ‘Designation of Signatures’
are on file for users “PINning” on behalf
of others in their office

FTA Office of Information Technology
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Good Practices

* Add notes to the user record to note Biser record
activities, password resets, access changes, etc.

* Use TEAM to notify user of username and password.

* DO NOT put a username, and password in the same
email.

* DO NOT email a PIN, send it to the snail mail
address on file, or leave it in a voice mail box with a
matching name for the user account.

* DO NOT change emall address without verifying user
identity

* Attach scanned user access forms to the user record,
If possible

FTA Office of Information Technology
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More Good Practices
N

* Do NOT add/modify users without,proper
documentation

* Do not reset email addresses or passwords
without verifying user information.

* |f you aren’t sure about a user — ask
guestions!

* Always err on the safe side — collect another
signoff or ask another question

FTA Office of Information Technology
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Example: Password Reset
"N

* A user calls and asks to reset their password.
You should:
o Pull their user file

o Ask them for the last 4 digits of their SSN (or other
memorable number as recorded on their User
form)

o Verify their office phone and address
o Verify emall

o Send new password to the email address on file
using TEAM

FTA Office of Information Technology
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What does this do?
N

* |t ensures the person who is‘ealling Is
the person who should be using the
account

¢ |t ensures that the information remains
accurate in TEAM

FTA Office of Information Technology
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Staff/Contractor/Auditor
Form

*Collect the form

*Verify the information &
Authorizations

Multiple Authorizations may
be required for special
access!

L SM signs as FTA
Operational Approval

*Process the form in TEAM
(Verify & Certify!)

*File the form (attach in
TEAM, keep on ‘paper’ file
until user account is
terminated)

sLocal Security Managers
must notify your office
Administrative Officer to add
new users to OASIS TEAM
User Group (Staff only)

Transportation Electronic Award Management System (TEAM)
Staff/Contractor/Auditor User Access Request

Chack Applicable Box: MW Ls2r with Pin Moty User [Usemama
MW Lsar Without Fin Delete User

Warning: The information contained in this form is protected under Public Law 93-87%9, Privacy Act.

USER INFORMATION

Gengar M i F {Cptioral)
First Name* 1l Last Namg” Cffice Phone” S3N (Last 4 Digits)”
TE= FAX Kumber
Crganization Mame* Emall Addrass”

Maling Adoressi Streat Mumbar, City, State and ZIF Code}”
FT& Functional Approval MUST be provided below

{see nsiructions for reguined spprovals and wihere io submi Iivs form)

“Thi i infovmmbion i3 required 1o mabediah o modfy your TEAM caer scocual. a.u.n:m--;n: fm, o eamasiy alest Sl ivkrmetion provided i Fue and comisls o e bead of your
AnCWARIDE. (MFIE] SVCITEYIN WeN S (POGIT 1 Imiunal K I IS00al B i A BCoTu o NHe Daan o deeicn of an amatng |ESa scoun!

| AFPLICATION ACCESS [Chack all That appiy)

Budget Functions Accounting Functions

Award (P Required) Kaintain Funds Contral (PIM FRaquirsd) Cost Center {s) (InJCa0E Balow)
| [Deobigate Aporove Advice [PIN Required)
| |Approve Buogst Revision | |Approve Cperating Budges (PIM Re

Wanitain Projects
[ | ool Rignts i

NArCTE Tuposs Trars’ers Other Functions Database

[ |eegel concurence [ Help Cess Praduciion
TEarmark Management [ [Local Sscurty Marager Zualty Assurance
[ |Earmars Aominisiration [ [Auator access (inguiry Omy B0t Producton and QA

Earmars HG Manager
Earmark Financial Manager

Otner Rights (Piesse Diescn
Undorined Functions requirne specls sutbonzations. See struchions).

ACKNOWLEDGMENT OF RULES OF CONDUCT FOR SYSTEM USE

Ag 3 TEAM user, | urderstand that | am perscrally responsiole for the use and misuse of my TEAM login ID and password. | urderstand that by requasting TEAM
@CCess and accaping/using such accees tak | must comply with the folowing:

winen cownioading s=nsllive Informalicn, | will ensurs inat ine mformation has (e same evel of protecton 3 FTA spplicalions.
2 1will ot pamnit anyone to use my TEAM acoess Infarmation (Le. user ID. password of ofhes authenfication). My password [or other suthenticasion) wil be kept
|:1-.:t= Tt ztarea n 3 place that |5 acoesshie by anyane ofner than the mysaif [Le. famiy members, fiends, %) If stored, the passward wil not be i bexd format
21 will follzw ELanard pAEEWONT ProCeoures and change My PESEWOrd every ninety (0) days. My DISswores will be at ieast 2Ight (3) SIpNEnUMEn: cNaraciers
and cantain & least one (1) caphtal lester and ane (1) number,
4. |will report any sacurty prodlems and anomalles In sysiem parfomance 1o the approprates FTA Ofica,
£ 1 willnofty the appropriasa FTA Office to eliminate my TEAM access i the event of Job sransfer, fermination, or If TEAM access is no kanger reguined.
£. 1 understand tat if | am not using FTA-suppiled equIpMEent ang FTA SUMSIS 3 SECUMy DIEach o cOmpromise that Is my Taull, | may be r2oured 1 Slow S0026E
to my aquipmant by autharizad reprasentatives of ne Federal Government to determine the causes and to fake comaciive actions).

| agree o and wil camply with all of these condifions and understand that fallure to do 50 wil result in parmanent rema
oiher discipiinary or legal aclon. Sy slgning my name In e space below, | hereby acknowliedge this agreement, and
and provisions and that | aceept the rc—@p"rsblng.- of adnerng to tha same

wal of my TEAM access, and may resultin
canfy that | undersland the preceding terms

[=Ignanire S gl e e
FTA AUTHORIZATIONS
FT& Funclional Approvals. [ requirad by ACCess Reques! FT& Operational Approval
Superitzon Progeen Manager Authorizasion Kame Stzzaturs Dass
TCR Authorzmben Neme'Signasae Cus
T Authorzaten Mems Tgnetse Tes EIgralore of Local Gecurty Manager
TEP Autherizatos Nemse Signasare e Printed Hamz
TPl Authorzatice FaneSimarss Tes Tihe M Cifice

TAD Anthorzaticn. Name Signatems Dads i

Cale Processed el FIH

TEAM STAPF Uass Accens Rugeest Farmn
R DSO2S2005
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FTA Authorizations
N

* |dentifies the appropriate individuals
that must provide signature to authorize
access to special functions

* One or more FTA authorizations may be
required

o Attach/file additional authorizing
documents as necessary

FTA Office of Information Technology
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Supervisor Authorization
"N

* A Supervisor MUST sign to authorize
for staff access

o Administrative Officers MUST be
notified to add new staff users to the
OASIS TEAM User Group

This ensures that the Office maintains
awareness of systems access!

FTA Office of Information Technology
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Authorization for Special Functions

Help Desk Functions/Local Security Manager Functions

o TEAM Project Manager or Director of Information Technology (TAD)
o Jacquelynn Lopez, Dave Hostetter

Accounting and Budget Functions
o Director of Accounting or Director of Budget (TBP)
o Gwen Daniels, Kristen Clarke
Earmark Administration Functions
o Director of Transit Programs (TPM)
o Mary Martha Churchman, Henrika Buchanan-Smith
Civil Rights Functions
o Civil Rights Officer, HQ (TCR)
o Sandra McCrea, Janice Barnes
Legal Signoff
o Chief Counsel or Deputy Chief Counsel (TCC)
o Dave Horner
FTA Obligation Authority
o Only as indicated in the Federal Transit Administration Delegations of Authority
Auditor Access
o FTA Audit Liason (TBP)
o Felicia Jones

FTA Office of Information Technology
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Grantee Form
*Collect the form

*Verify the information &
Authorizations

Additional documents may
be required for special
access!

*LSM signs as FTA
Operational Approval

*Process the form in TEAM
(Verify & Certify!)

*File the form (attach in
TEAM, keep on ‘paper’ file
until user account is
terminated)

Transportation Electronic Award Management System (TEAM)
Grantee / Recipient User Access Request

Chack Applicable Box: New User With Fin Modity User [ussmama
New User Without Fin Delete User

Warning: The information contained in this form is protected under Public Law 93-87%, Privacy Act.

USER INFORMATION

Genger M i F (Opflenal)
First Name* ] Last Mame” Cffice Phona" S3M (Last 4 Digits)”
Thie FAX Number
Organization Mame* Reclplent 1D Emall Addregs”

Maling Adoress{Streat Mumbser, City, State and ZIF Code)”

Users Authorizing Signature (5e2 Insiructions)

Frintad Mame of abowve Datz

=T hm  cievemhon o3 Aequrse ko asleohal o moddy poir |EAM caw seroual Sy D e poa allaat Ba! ivm Aetenbed i3 Fua and cosmmn i Do Bl af i
hncwhindpe. vkl o kot wdl de proends e el 10 aaledhab @ new vher aocousd o fe baaa By delebon of an exialing TEAM ac

APPLICATION ACCESS [Check il that appry).

Recipient Access Type Recipient PIN Functions Designated Recipient ID{s) (Indicate Below)

mgudry Snly Bubmit Application
MediyUpcate .

5 St Lawysr and Sficial Metropolitan Planning Grganization (MPO) 1D

Frovide Supplemenis Agresment
(PN FURCIIONS regquire Designacion of SIgnaie AuthaonTy on DrganiZanonsd gency Lemarnead. S Nsrucnons).

ACKNOWLEDGMENT OF RULES OF CONDUCT FOR SYSTEM USE

AE 3 TEAM user, | understand hal | am perserally responsiie for the use and misuse of my TEAM oJin 12 and password. | understand that by reguasting TEAM
@o0ess and acsepingiusing such accees thal | must comply with the folowing:

Wnen downioadng sansitive Information, | will 2nsura that the information has the same level of protection 3 FTA spolications.
2. | will ot permit anyone i use my TEAM 3CCeEs IMamation (.e. user 1D, passwaord o ofer aumentication). My password (ar other authentication) wil be kept
private, mat shared In 3 place that s acoessible by aryone other than the myself (Le. famiy membsrs, Triends, e ). If stored, the password wil not be In text format
3. | will Toliow SLansard passward procenuras and change My pasewand every ninety (20) days. My passwords will be at least 2ight (3) AipNanUmen: characiers
and contan & least ong (1) caphial lester and ore (1) numbsr.
4. | will report any sacuriy problems and anomalles In sysiem performance fo the appropriate FTA Ofce.
5 | will noty the appropriate FTA Office to ellminate my TEAM access in the event of job transfer, termination, or If TEAM access ks no langer raguired.
6. | understand that ¥ | am not using FTA-suppiled equipment and FTA suMers a securly breach or compromise that Is my Tault, | may be required o allow 300266
to my sguipment by authorized representatives of the Fegeral Govemment fo detammine the causes and to take comaciive actionds).

| agree o and wil camply with all of these condiions and understand that falure o do so wil resutin pamanent removal of my TEAM access, and may resultin
offier discipiinary or legal aclon. Sy signing my name In fe space below, | hereby acknawledge this agreement, and certfy that | understand the preceding fermes
and provisions and that | accept the resporsiiity of adnenng to the same.

_r-_l._
b PRI Cate Frinkzd Kams

FTA BUTHORIZATION

FT& Functional Approval FT4 Operational Approva
_r._l._
Signature of ALENOrzIng FTA OMcial Date ‘Signature of Aulnorzing FTA OMck
Frinted Mame 2rinted Kama
T2 OfMice Tille § Ofice
EI;:EEEEW I BN

TEAM Unes Accows Resuest Famr
B 007040005
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Designation of Signature
N
* Template available in User Farm
Instructions

* Used to delegate signature or “PIN”
authority to someone other than the
Official Named on the Resolution

Authority

FTA Office of Information Technology
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Designation of Signature Authority

FTA need not obtain a separate legal opinion for authority of the
Applicant's CEO to enter his or her ohs%half of the Applicant,
PROVIDED THAT:

1. The individual seeking TEAM access is the Applicant's CEO,
and

2. |F:

A. The Applicant's CEO has selected certs and assurances on
behalf of the Applicant for the current fiscal yearr,

B. The Applicant's CEO has entered his or her PIN in the TEAM
Affirmation of the Applicant, and

C. Either:;

a) The Applicant's attorney has entered his or her PIN in the TEAM
Attorney's Affirmation signifying that the Applicant's actions are
authorized by law, or

b) The Applicant has on file an Affirmation of the Attorney dated during
the current fiscal year, and the CEO has entered his or her PIN in
the place for the Applicant's Attorney's PIN.

FTA Office of Information Technology
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Notification of Attorney's Affirmation

1. FTA prefers that the Applicant's Attorney enter his or
her own PIN in the Affirmation of Attorney.

2. On the other hand, FTA permits\ths individual
authorized to act on behalf of the Applicant to enter
his or her PIN on behalf of the Applicant's Attorney,
provided the Applicant has on file a current
Affirmation of Attorney pertaining to the Applicant's
authority to enter into agreements with FTA, comply
with Federal requirements, and acknowledging that
statements made by person signing the certs and
assurances on behalf of the applicant are correct.

(Among other things, this statement implies that only the proper
iIndividuals have been authorized to commit an Applicant to
comply with FTA’s terms and conditions for assistance.)

FTA Office of Information Technology
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Authorizing Resolution

* |n general, a public body must have an authorizing
resolution from its board of directors«or be otherwise
properly authorized under state and local law before

It can take any action.

* Consequently, FTA expects the Applicant/Recipient
to retain that resolution in its files, but it is desirable
for the Applicant/Recipient to scan it and attach it in

TEAM.

FTA Office of Information Technology
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TEAM User Security Screens

See the TEAM User Guide located at niwp:sitatcamweb.fta.dot.qovistaticluserguide.html
chapter 10. for detailed walkthroughs of the screens

3 https:/ /frateamweb.fta.dot.goy - Add New User - Microsoft Inter

=10 x]

N

; Yiew/Modify User { Mehtab singh ) - Microsoft Internet Explorer

=10l x|

- ] -
Modify User I@ I‘%’l :%I “E’fl ‘ Modify User % n@ I‘éi :ﬁﬂ ﬁ)“

General Info | Security Info | FTA/Recipient Info | Roles/Privileges | el [ Security Info FTA/Recipient Infa | Roles/Privileges |

Salutation:  [None =] Organization: | | Userlden:  MEHTARS Last Login:  4/11/2006 Set Password

First Mame/MI: l:l Building/R oom:

|:| | ” | Username: SINGHM ‘ SetPIN
Last Mame: | |
Add g J
Phone/Ext: o Created: 7762001 Modified:  7/6/2001 Activate PIN
. . Delete PIN
aiihhone /Bt [ ] ciw Password: == Changed:  3/23/2005 _
Fax: State/Zip: o ][0 | Delete Account
. . PIM: Activated:  9/14/2005
E-mail: R outing: | Suspend User
Title: 3 : : -
itle: Acronpm: | | Suspended: Deleted: Reactivate User
Certified D ate: Certified By Certify User
Remark:
User Note:
[&] pone ’_l_ |_|_|—é_ | Tnternet v
[&] bone l_ ’_ ’_ ’_ E | Trusted sites v

Click “Certify User” to record that an Authorized User Access form is on file

FTA Office of Information Technology
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User Screens, continued

Office or cost
centers the use

has access to
view and/or edit

(depending on
Roles/Privileges)

3 https:/ /ftateamweb.fta.dot.goy - Add New User - Microsoft Ink

N

=10l

‘ Modify User

P

General Info

Security Info

Cost Centers:

FTA/Recipient Info |

_ . |FTAJRecipient Info
RecipiemMTOs

Raoles/Privileges

[ == FAEA

Recipient IDs the

user has access to
view and/or edit

(depending on
Roles/Privileges)

Primary Auziliary Primary Auxiliary
[ ]9 ] @ [ |alfom ¢
nann al ] aj
|@j javascripk: selectTab(3) ’_ l_ ’_ ’_ E |0 Internet o

FTA Office of Information Technology
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Security Roles/Privileges

It is iImportant that you
understand these boxes and
how to accurately reflect the
user’s job function in both the
form and the TEAM user
account.

Security Roles Reference

Document located at :
http://ftateamweb.fta.dot.gov /static/Guidance-HQ/

Contact the User, the FTA
Authorizer, or the TEAM help
desk if you are still uncertain of
the type of access they need, or
how to assign it in TEAM!

3 htip:/i63.97 B3:67.-View/ModifyUser ((Jacquelyn E Lopez) - Microsofidniernetbx.. (= (B]X]
Modify User % E %5 [% ﬁ
General Info Security Info | FTARecipient Info Roles/Privileges |

Database: | [RITLEFEET 1 o]

User's Role: = () Recipient () FTA () Other

FTA Functions
Award
Deobligate
Approve Budget Revizion
Maintain All Projects
FPC Transfer

Recipient Functions
Submit
Ezecute
" Certify az Lawyer
[] certity as Official
[ Cerhify as Both

[] Supplemental Agreement ] Legal Concurrence

Accounting
Maintain Funds Control
Approve Advice
Approve Operating Budget|

Help Deszk

[ Local Security Manager

Civil Rights

" | Department of Labor
Auditor

Earmark Administration

[] Earmark HQ Mar

[] Earmark Financial Mar

&

Q Internek

FTA Office of Information Technology
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What's done, what's next?
N

* 5/15/2006, TAD20 suspended NON-F{A TEAM
users who had not been “Certified”.

* On or about 2/15/2007, TAD20 will suspend FTA
TEAM users who have not been “Certified”. (Local
Security Managers will be notified)

* Inresponse to audit findings in 2006, TEAM User
roles will be reviewed, with possible revisions made.
(Local Security Managers will be notified)

* All TEAM users will continue to use this form and
user management process for any new users,
modifications to existing users, or deletions of user
accounts.

FTA Office of Information Technology
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Questions?

Contact the TEAM Help Desk for assistance!

Hours of Operation
M-F 8:00a.m. to 5:00p.m. (EST)

Telephone Number
888 - 443 - 5305

Email Address
Team.HelpDesk@dot.gov

FTA Office of Information Technology
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1. Local Security Managers will generally process the forms in TEAM for the people that work out of their locality. A local Security Manager has
authority to add/modify staff users from authorized forms for other offices to TEAM. In any case, be sure to note where the access forms &
supporting documentation is filed if it is not attached to the user record in TEAM.

2. "Grantee User Supervisor" or "FTA Point of Contact" on the User Form
From Linda Sorkin: Please have the CEO, board chair or other delegated authority send us a delegation of signature with an org chart stating
that any one who is the supervisor for a TEAM user can sign for that person.

3. Access to these TEAM Financial Functions now require Accounting/Budget Signoff (GwenRaniels/Kris Clarke)
Obligation

Deobligation

FPC Transfer

Accounting Functions

Maintain Funds Control

Approve Advice

Approve Operating Budget

© o o o o o o

4. The Local Security Manager has the authority to “Certify” that an authorized access form or accompanying documentation is on file. In cases
where the form and/or accompanying documentation is expected on or about a certain date, and interruption in TEAM access would cause
delays in grant processing, it is at the discretion of the Local Security Manager to “certify” users. In any case, be sure to add notes to the User’s
record indicating the expected dates of the documentation.

5. For temporary Local Security access rights to assist in the initial recertification through May of 2006, an email indicating temporary authorization for
specific individuals can be sent by Jacquelynn Lopez or David Hostetter in TAD-20 and would serve in lieu of a special form signature.

6. Local Security Managers have the authority to accept prior forms and authorization materials for users in their Cost Center processed between
4/1/2005 and 3/31/2006. These users can be “Certified” by the Local Security Managers at their discretion based on the existing Authorization
Materials provided and remaining on file for that user during this time.

7. For recertification of existing grantee users, the FTA regional knowledge of grantee’s organization may be sufficient basis for accepting the
supervisor’s signature. For audit purposes, it would be good to attach a copy of the grantee’s org chart and/or supervisory chain of command
to the recipient profile information. That could be done as a matter of routine business after the certification. Of course, if there is any question
about the signature authority, the security manager should request the documentation suggested in the guidance provided following the TPM
biweekly conference call and now incorporated in the grantee instructions.

For certification of new grantee users, the org chart and other evidence of the signature authority should be requested up front at the time of the initial
certification.

8. PINs should NOT be emailed. A paper copy can be mailed to the address on the User Account, or a Voice Malil left to an inbox with a matching
User Name.

FTA Office of Information Technology
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Updates to this document

. 6/29/2006, Lopezj. Updated this document with:

o updates page 38, a clarifications page 37, and modified the Good Practices page 11 with abullet on PINS

. 9/1/2006, Lopezj
o Changes to reflect new earmark administration access and approvals

FTA Office of Information Technology
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