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Why ?

N
e A 2005 audit identified that we,did not

follow a secure overall process for user
management in TEAM. We need.:
o Standard practices / form

o A method to ensure that TEAM users are
who they say they are

o Internal controls for Staff access and
authorization

FTA Office of Information Technology
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Local Security Manager
Responsibili\ties
* First line of defense against fraud,or other
systems misuse

* Ensure the accurate completion, processing,
and filing of all TEAM user access forms
o And OASIS employee separation notices

* Notify Administrative Officer (AO) of all Staff
TEAM Users (for OASIS TEAM User Group)

* Reset passwords for users assigned by your
office

FTA Office of Information Technology
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Active User Counts, 4/21/2006

This i1s a BIG JOB!

Other Federal,

Contractors,
Office FTA Staff Recipient Auditors Grand Total
Unspecified 7 76 3 86
Region 1 18 246 1 265
LMRO 9 TN 23
Region 2 36 280 \ 23 339
Region 3 26 412 438
Region 4 31 1,438 1 1,470
Region 5 30 786 1 817
Region 6 22 443 1 466
Region 7 13 162 175
Region 8 13 121 134
Region 9 31 870 3 904
Region 10 23 569 592
TAD 72 4 5 81
TBP 47 17 6 70
TCC 11 11
TCR 13 13
TPACA 5 5
TPE 33 33
TPM 138 77 29 244
TRI 84 139 7 230
Grand Total 662 5,654 80 6,396

FTA Office of Information Technology
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The TEAM User Access Forms

N
* Package posted:

o TEAM Home Page, FTANet, and FTA Public
Website

* |ncludes 2 Forms:
o Staff/Contractor/Auditor
o Grantee

* |ncludes Complete instructions:
o Which form to use
o Where completed forms go for processing
o What additional documents may be needed
o What Authorizations may be necessary

FTA Office of Information Technology
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Local Security Managers

Office

Fax

Primary

Alternate

Office of Administration

(202) 366-3605

Edwin.Delong@dot.gov

Office of Budget and Policy

(202) 366-7163

Nancy.Grubb@dot.gov

~

cynthia.cox-grollman@dot.gov

Office of Congressional Affairs

(202) 366-3472

Stephen.Fong@dot.gov

~

Office of Chief Counsel

(202) 366-3809

Richard.Wong@dot.gov

Office of Civil Rights

(202) 366-3475

Sandra.McCrea@dot.gov

Cylinda:Queen@dot.gov

Office of the Administrator

(202) 366-9854

Jacqueline.Bennett@dot.gov

Office of Planning and
Environment

(202) 493-2478

Susan.Rollman@dot.gov

Tonya.holland@dot.gov

Office of Research and
Innovation

(202) 366-3765

Linda.Wolfe@dot.gov

Office of Program

(202) 366-7951

Management Jim.Muir@dot.gov Elizabeth.Solomon@dot.gov

Region 1 617-494-2865 Laurie.Ansaldi@dot.gov Donna.Laidley@dot.gov
212-668-2136 Faye.Ellison@dot.gov

Region 2 Maureen.Moritz@dot.gov Veronica.hawkins@dot.gov
Region 3 215-656-7260 Patricia.Kampf@dot.gov Catharine.Githens@dot.gov
Region 4 404-562-3505 Jeffrey.Anoka@dot.gov Marie.Lopez@dot.gov
Region 5 312-886-0351 Oscar.Waller@dot.gov Victor.Austin@dot.gov
Region 6 817-978-0575 Linda.kemp@dot.gov Ruth.Johnston@dot.gov
Region 7 816-523-3921 Shannon.Graves@dot.gov Cathy.Monroe @dot.gov
Region 8 720-963-3333 Debi.Duggan@dot.gov Sandi.streff@dot.gov
Region 9 415-744-2726 Patricia.valentine@dot.gov Philis.Yue@dot.gov
Region 10 206-220-7959 Elizabeth.Sier@dot.gov Linda.Gehrke@dot.gov

FTA Office of Information Technology
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Staff Forms

* All staff access to TEAM should be sigred by their
supervisor

* Special access to job-specific functions should be
signed by an HQ representative for that function
(Authorizations for Special Functions, page 18)

o Accounting Functions

o Legal Signoff

o Civil Rights Functions

o PIN Number for Obligation Activities, etc

* Notify Administrative Officer to add new staff to
OASIS TEAM User Group

FTA Office of Information Technology
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Contractor Forms
N

* Contractors acting as FTA staff who
require access to TEAM MUST be
Authorized by their Contracting Program
Manager.

o Example — Triennial Review Contractor

must be Authorized by Triennial Review
Program Manager

FTA Office of Information Technology
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Auditor Forms
N
* Auditors who require accesste. TEAM
MUST be Authorized by the FTA Audit
Liason in TBP.

* This access should be promptly
removed when audit activities are

complete.

FTA Office of Information Technology
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Grantee Access
N

* Ensure that Grantee Users are
authorized to have the functions they
are requesting

* Have the grant manager sign off to
ensure they ‘are who they say they are’

* Make sure ‘Designation of Signatures’
are on file for users “PINning” on behalf
of others in their office

FTA Office of Information Technology
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Good Practices
N

* Add notes to the user record to hete user
record activities, password resets, ‘access
changes, etc.

* Use TEAM to notify user of username and
password.

* DO NOT put a username, PIN and password
In the same emaill.

* DO NOT change email address without
verifying user identity

* Attach scanned user access forms to the user
record, if possible

FTA Office of Information Technology
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More Good Practices
N

* Do NOT add/modify users without,proper
documentation

* Do not reset email addresses or passwords
without verifying user information.

* |f you aren’t sure about a user — ask
guestions!

* Always err on the safe side — collect another
signoff or ask another question

FTA Office of Information Technology
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Example: Password Reset
"N

* A user calls and asks to reset their password.
You should:
o Pull their user file

o Ask them for the last 4 digits of their SSN (or other
memorable number as recorded on their User
form)

o Verify their office phone and address
o Verify emall

o Send new password to the email address on file
using TEAM

FTA Office of Information Technology
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What does this do?
N

* |t ensures the person who is‘ealling Is
the person who should be using the
account

¢ |t ensures that the information remains
accurate in TEAM

FTA Office of Information Technology
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Staff/Contractor/Auditor
Form

*Collect the form

*Verify the information &
Authorizations

Multiple Authorizations may
be required for special
access!

L SM signs as FTA
Operational Approval

*Process the form in TEAM
(Verify & Certify!)

*File the form (attach in
TEAM, keep on ‘paper’ file
until user account is
terminated)

sLocal Security Managers
must notify your office
Administrative Officer to add
new users to OASIS TEAM
User Group (Staff only)

Transportation Electronic Award Management System (TEAM)
Staff/Contractor/Auditor User Access Request

Chack Applicable Box-

New Us=r With Pin Moty Uszr [Usemama
New Ussr Wthout Fin Delete User

Warning: The information contained in this form is protected under Public Law 93-879, Privacy Act.

USER INFORMATION

Genoar M 7 F [Cptloraly
First Mame" il Last Namg” Cffice Phone” S3M (Last 4 Digits)”
TER FAX Kumrbar

Crgantzation Name* Emaill Address”
Maling Adoress{ Streal Number, City, State and ZIF Code)”
FTA& Functional Approval MUST be provided below

(s2& Instructions)

This ia isformmiion i sequired 12 aalstial or medily o TEAM cow scocwnl. By compiatng I farm, poo susrmassy allest Sl isformmion prosied i o e compsis o B besd of your
AICHIRIE. (NIFWE SVCTMLN £ BB (TS o8 I B SIORAY B i e BCCTIT 2y e basid Y GRAKcR cf e aniatng | ESA aeint

[APPLICATION ACCESS [Check all that appiy).

Budget Functions Accounting Functions

Award Malntain Funds Contral

Dasbilgate | [pprove Amice
Approve Budget Revision | |Aporove Operating Budge:
Waintain Projects

il Rignls Other Functions
Financial Purpase Trans'srs : Help Desk

Legal Concunence Local Sacurty Officer
Approve Advlce
Audhor ACoREE (Tnguiry Only)
Ctner Rights [Fiesse De
PN Funcitions require Designanion of Signafvre Awthionty on Grganizetion’dgency Ledferhead. See insructlons)

Cost Center () INJCsie Galow)

BACKMOWLEDGMENT OF RULES OF CONDUCT FOR SYSTEM USE

Az 3 TEAM user, | undarsiand that | am personally responsiole for the u=e and misuse of my TEAM login 1T and password. | undersland that by requasting TZAM
SCCE55 and AchEpINgIusng sUch access Mal | must comply with the folosing:

1 '.*nr:n -\.OA'IDoj ng s2nsliive Information, | will ensure that the Information has the same leved of profection as FTA applications.
2. | will ngt parmit anyone to use my TEAM acocass Infarmation (Le. user ID, password or other authentication). My password [or olher authenticalion) wil be kept
private, I'l:Il slared In a place that |5 @ccesshie by anyone oiner Man the mysal (Le. famiy membsrs, Triends, e32.). I s20r2d, the password will not be in text Tomat
| wlll follow standard passaord procaguras and -:h:nge my password every ninety (20 daws. My passwords will be st keast sight (2) alphanumenic characiers
nd contain &t least one (1) caplial letier and one (1) number.

| will report any securty problems and anomalles In system parommance o the appraprate FTA Cifica.

| will noiky the op..r.ph e FTA OfMee to ellminate my TEAM access In the event of job transler, termination, or If TEAM access ks no longer reguired.
£. | understand tat ¥ | am not using FTA-suppiled E]LlFTIE-'ﬂ and FTA SUMers a securs v breach or compromise that s my fault, | may be raguired fo allow a0c2Es
o my eguipment by suthorized repraseniatives of ine Fegeral Govemnment 1o detarmine the causes and 1o fake comactive action(s).

N ke GG

| agree to and wil comply with all of these condiions and undarstand $hat fallure fo do 50 wil resut In permanent removal of my TEAM acos
oner disdipinary of l2gal acion. Sy BIgning My name In e Space below, | NEMEDY cKnowisdge Mis Agresment, and cansy inat | understans

and provisions and that | accept the responsibility of adnering to the Eame.

, and may result In
e praceding terms

SIS Tale  Trrd Rame

FTA AUTHORIZATION

FT& Functional &pproval FT& Operational Approva

Signatura of Aushorizing FTA Cfficlal Caie Signature of Authorizing FTA Cfficla
Frinted Mame 2rimed kame
TRk ! Offpe Title [ Offce
;‘E_:‘EEEC—:I UsariD PIN

TEAM Unes Acceas Reguest Farm
Firawnd D04 0008
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FTA Authorizations
N

* |dentifies the appropriate individuals
that must provide signature to authorize
access to special functions

* One or more FTA authorizations may be
required

o Attach/file additional authorizing
documents as necessary

FTA Office of Information Technology
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Supervisor Authorization
N

* A Supervisor must sign to authorize for
all staff access

o Administrative Officers must be notified
to add new staff users to the OASIS
TEAM User Group

This ensures that the Office maintains an
awareness of systems access!

FTA Office of Information Technology
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Authorization for Special Functions

Help Desk Functions/Local Security Manager Functions
o TEAM Project Manager or Director of Information Technology (TAD)
o Jacquelynn Lopez, Dave Hostetter m\

Accounting and Budget Functions
o Director of Accounting or Director of Budget (TBP)

o Gwen Daniels, Kristen Clarke

Civil Rights Functions
o Civil Rights Officer, HQ (TCR)

o Sandra McCrea, Janice Barnes

Legal Signoff
o Chief Counsel or Deputy Chief Counsel (TCC)

o Dave Horner

FTA Obligation Authority

o As indicated in the Federal Transit Administration Delegations of Authority
(posted to FTANet, Library, Directives)

Auditor Access
o FTA Audit Liason (TBP)
o Felicia Jones

FTA Office of Information Technology
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Grantee Form
*Collect the form

*Verify the information &
Authorizations

Additional documents may
be required for special
access!

*LSM signs as FTA
Operational Approval

*Process the form in TEAM
(Verify & Certify!)

*File the form (attach in
TEAM, keep on ‘paper’ file
until user account is
terminated)

Transportation Electronic Award Management System (TEAM)
Grantee / Recipient User Access Request

Chack Applicable Box: New User With Fin Modity User [ussmama
New User Without Fin Delete User

Warning: The information contained in this form is protected under Public Law 93-87%, Privacy Act.

USER INFORMATION

Genger M i F (Opflenal)
First Name* ] Last Mame” Cffice Phona" S3M (Last 4 Digits)”
Thie FAX Number
Organization Mame* Reclplent 1D Emall Addregs”

Maling Adoress{Streat Mumbser, City, State and ZIF Code)”

Users Authorizing Signature (5e2 Insiructions)

Frintad Mame of abowve Datz

=T hm  cievemhon o3 Aequrse ko asleohal o moddy poir |EAM caw seroual Sy D e poa allaat Ba! ivm Aetenbed i3 Fua and cosmmn i Do Bl af i
hncwhindpe. vkl o kot wdl de proends e el 10 aaledhab @ new vher aocousd o fe baaa By delebon of an exialing TEAM ac

APPLICATION ACCESS [Check il that appry).

Recipient Access Type Recipient PIN Functions Designated Recipient ID{s) (Indicate Below)

mgudry Snly Bubmit Application
MediyUpcate .

5 St Lawysr and Sficial Metropolitan Planning Grganization (MPO) 1D

Frovide Supplemenis Agresment
(PN FURCIIONS regquire Designacion of SIgnaie AuthaonTy on DrganiZanonsd gency Lemarnead. S Nsrucnons).

ACKNOWLEDGMENT OF RULES OF CONDUCT FOR SYSTEM USE

AE 3 TEAM user, | understand hal | am perserally responsiie for the use and misuse of my TEAM oJin 12 and password. | understand that by reguasting TEAM
@o0ess and acsepingiusing such accees thal | must comply with the folowing:

Wnen downioadng sansitive Information, | will 2nsura that the information has the same level of protection 3 FTA spolications.
2. | will ot permit anyone i use my TEAM 3CCeEs IMamation (.e. user 1D, passwaord o ofer aumentication). My password (ar other authentication) wil be kept
private, mat shared In 3 place that s acoessible by aryone other than the myself (Le. famiy membsrs, Triends, e ). If stored, the password wil not be In text format
3. | will Toliow SLansard passward procenuras and change My pasewand every ninety (20) days. My passwords will be at least 2ight (3) AipNanUmen: characiers
and contan & least ong (1) caphial lester and ore (1) numbsr.
4. | will report any sacuriy problems and anomalles In sysiem performance fo the appropriate FTA Ofce.
5 | will noty the appropriate FTA Office to ellminate my TEAM access in the event of job transfer, termination, or If TEAM access ks no langer raguired.
6. | understand that ¥ | am not using FTA-suppiled equipment and FTA suMers a securly breach or compromise that Is my Tault, | may be required o allow 300266
to my sguipment by authorized representatives of the Fegeral Govemment fo detammine the causes and to take comaciive actionds).

| agree o and wil camply with all of these condiions and understand that falure o do so wil resutin pamanent removal of my TEAM access, and may resultin
offier discipiinary or legal aclon. Sy signing my name In fe space below, | hereby acknawledge this agreement, and certfy that | understand the preceding fermes
and provisions and that | accept the resporsiiity of adnenng to the same.

_r-_l._
b PRI Cate Frinkzd Kams

FTA BUTHORIZATION

FT& Functional Approval FT4 Operational Approva
_r._l._
Signature of ALENOrzIng FTA OMcial Date ‘Signature of Aulnorzing FTA OMck
Frinted Mame 2rinted Kama
T2 OfMice Tille § Ofice
EI;:EEEEW I BN

TEAM Unes Accows Resuest Famr
B 007040005
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Designation of Signature
N
* Template available in User Farm
Instructions

* Used to delegate signature or “PIN”
authority to someone other than the
Official Named on the Resolution

Authority

FTA Office of Information Technology
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Designation of Signature Authority

FTA need not obtain a separate legal opinion for authority of the
Applicant's CEO to enter his or her ohs%half of the Applicant,
PROVIDED THAT:

1. The individual seeking TEAM access is the Applicant's CEO,
and

2. |F:

A. The Applicant's CEO has selected certs and assurances on
behalf of the Applicant for the current fiscal yearr,

B. The Applicant's CEO has entered his or her PIN in the TEAM
Affirmation of the Applicant, and

C. Either:;

a) The Applicant's attorney has entered his or her PIN in the TEAM
Attorney's Affirmation signifying that the Applicant's actions are
authorized by law, or

b) The Applicant has on file an Affirmation of the Attorney dated during
the current fiscal year, and the CEO has entered his or her PIN in
the place for the Applicant's Attorney's PIN.

FTA Office of Information Technology
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Notification of Attorney's Affirmation

1. FTA prefers that the Applicant's Attorney enter his or
her own PIN in the Affirmation of Attorney.

2. On the other hand, FTA permits\ths individual
authorized to act on behalf of the Applicant to enter
his or her PIN on behalf of the Applicant's Attorney,
provided the Applicant has on file a current
Affirmation of Attorney pertaining to the Applicant's
authority to enter into agreements with FTA, comply
with Federal requirements, and acknowledging that
statements made by person signing the certs and
assurances on behalf of the applicant are correct.

(Among other things, this statement implies that only the proper
iIndividuals have been authorized to commit an Applicant to
comply with FTA’s terms and conditions for assistance.)

FTA Office of Information Technology
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Authorizing Resolution

* |n general, a public body must have an authorizing
resolution from its board of directors«or be otherwise
properly authorized under state and local law before

It can take any action.

* Consequently, FTA expects the Applicant/Recipient
to retain that resolution in its files, but it is desirable
for the Applicant/Recipient to scan it and attach it in

TEAM.

FTA Office of Information Technology
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TEAM User Security Screens

See the TEAM User Guide located at niwp:sitatcamweb.fta.dot.qovistaticluserguide.html
chapter 10. for detailed walkthroughs of the screens

3 https:/ /frateamweb.fta.dot.goy - Add New User - Microsoft Inter

=10 x]

N

; Yiew/Modify User { Mehtab singh ) - Microsoft Internet Explorer

=10l x|

- ] -
Modify User I@ I‘%’l :%I “E’fl ‘ Modify User % n@ I‘éi :ﬁﬂ ﬁ)“

General Info | Security Info | FTA/Recipient Info | Roles/Privileges | el [ Security Info FTA/Recipient Infa | Roles/Privileges |

Salutation:  [None =] Organization: | | Userlden:  MEHTARS Last Login:  4/11/2006 Set Password

First Mame/MI: l:l Building/R oom:

|:| | ” | Username: SINGHM ‘ SetPIN
Last Mame: | |
Add g J
Phone/Ext: o Created: 7762001 Modified:  7/6/2001 Activate PIN
. . Delete PIN
aiihhone /Bt [ ] ciw Password: == Changed:  3/23/2005 _
Fax: State/Zip: o ][0 | Delete Account
. . PIM: Activated:  9/14/2005
E-mail: R outing: | Suspend User
Title: 3 : : -
itle: Acronpm: | | Suspended: Deleted: Reactivate User
Certified D ate: Certified By Certify User
Remark:
User Note:
[&] pone ’_l_ |_|_|—é_ | Tnternet v
[&] bone l_ ’_ ’_ ’_ E | Trusted sites v

Click “Certify User” to record that an Authorized User Access form is on file

FTA Office of Information Technology
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Office or
cost
centers
the user
has
access to
view
and/or
edit

User Screens, continued

N

3 https:/ /ftateamweb.fta.dot.gov - Add New User - Microsoft Inte

=10l

‘ Modify User

P

General Info

Security Info

Cost Centers:

FTA/Recipient Info |

_ . |FTAJRecipient Info
RecipiemMTOs

[ == FAEA

Raoles/Privileges

I g Recipient
00000 4 000 a IDs the
user has
access to
view
and/or
edit
[&] javascript:selectTab(3) N 7

FTA Office of Information Technology
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Security Roles/Privileges

It is iImportant that you
understand these boxes and
how to accurately reflect the
user’s job function in both the
form and the TEAM user
account.

Security Roles Reference

Document located at :
http://ftateamweb.fta.dot.gov /static/Guidance-HQ/

Contact the User, the FTA
Authorizer, or the TEAM help
desk if you are still uncertain of
the type of access they need, or
how to assign it in TEAM!

N

’; https:/ /ftateamweb.fta.dot.gov - Add New User - Microsoft Ink

=101 %]

Modify User

General Info

Security Info

FTA/Recipient Info

‘ Database:| Production ﬂ

| User's Role: | ' Recipient T FTA  Other

B =26

Roles/Privileges

u Recipient Functions
I Submit
" Execute
| | Certify as Lawyer
" Certify as Official
| Certify as Both

| Supplemental Agreement

" FTA Functions
" Award
[” Deobligate
| | Approve Budget Revision
" Maintain Al Projects

o Legal Concumrence

[ Help Desk

[ Local Security Manager

" Civil Rights

[ Department of Labor
I~ Auditor

| | Accounting
" Maintain Funds Control

o Approve Operating Budget

|@j javascript:selectTab{4)

’_ ’_ l_l_ E | Inkernet

FTA Office of Information Technology
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Sample Form 1: A
user on the transit
agency’s office staff.
Enters information for
projects and
guarterlies. Doesn’t
need to sign anything,
just enter it.

Transportalion Electronic Award Management Syslem (TEAM)
Grantee ) Recipient User Access Request
Chak & oz licabls Eax: Fow Jaar M I J: Moy Usor [ | Lsemame

Frw Jaar Ailrad Pie oy Jaice Uaar
THaming: The mbonmation camtaimed o ihis orm 3 protected under Fubic Law 2070, FIIvacy ACL
USER INFORMATION
) i N R Sy R '..P.'FFuDoa- ;
R IRAPPERToN (Gl iz 4
] il dama- T -'L:r.-! n i
cera g 53
o 1 |
! | CAar1sy o 12!
[ o iaaliva Mane Rowwan G

Cael R TN L Edeitn nne SIF et

Al ing Adrires

Printed Sama o’ asme Cat=

T TR T

Raciplent PIM Func tions Dusignated Recipiant 10{s) (Indicate Babwe)
Tusmd Appicatan

Tty o Pl | iwiyed ared Cffica

tropolitan Plannm'g Elrwullut on (MPO) Im
IS

Provide S prtureral Ag-wrs] A /3¢

(FIW FANETICNE r3quics DOEINFUON of SITNATUN AUTNGRIY o OFRATIZRUONS 20N Y Lamme-hagd, 503 nEruet'ons!,
[BCN ED
Ba8 TOAM e | uaderstand #at | om persoaly resporsibls For fhe use anc misuse of my TZAM login |0 and sassword. | widersiand that by requesting TEAM

s il wowpl gy wul wooues Dt | ms comoly wilt i

Wi

T WHAR ARl rASn Alnilive iiariaton |

I =nx: i hn‘-e-r'-ﬂnpll:n has fhe &

Har) Wil Lo <o
v wil nal b fmad mad

@ coniain &t 'esst ona |
4. |'mii rapon anp 2ecuncy o
5 |wil ooty 1

5. | urcesmnd 3 "IH
ey it b

Agree io and wil e.cm:n. wir al
et il asinie sy
and prov-gian arg.

LINTRONG B UNSCTAnd IMAE 18 1UT3 D a2 A2 will (23R N e Aran rertaval of Ty TEAN
igring my rame n the space below | ey acknowledge b acieamey and caily thak | undai
i CERL " L= U'l'.' o achanng 10 e Eams.

5. 5nd may rEask
the praceding Wems

i .-’ﬁ*'_ T 208 T8
1 S

Fgral e x

A AUTHORIZATION

=TA Functinaal Agarces)

il s
! el M A1 (Lasaa \
G g 2 ot AT '\o"znuF A Crrdai D F.En:'u'ﬁrv Aunaiitig TTA i
Mary "aen g heil - Welle~
".'--...' T.aS AM L‘.—;.‘] ~TRGS
T ) JfFCE #
i,.L,-;‘L— “Te AP
Al Promesse] Tsall
e R ral Sy

FTA Office of Information Technology
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Modify User 5\% ||@ | i XI Tff’}l
https: //ftateamweb. fta.dot gov - View/Modify User [ James R Trapperton ] - Microsoft Internet E... [[=] id Ql SRy Mo
General Info Security Info FTA/Recipient Info | Roles/Privileges |
i |
| Modity User N [=E=rEd

/4 https: / /ftateamweb_ftadot.gov - View/Modify User [ James R Trapperton ] - Microsoft Internet E._. |9 [m][E3

- — = Cost Centers: Becipient IDs:
General Info | Security Info | FTARecipient Info | Roles/Privileges |
Primary Auxilary Primary Auxilary

Salutation: INone vl Organization: |k alamazoo Transit g LUt g g LLLY &

8 00000 21| 0000 =)
First Hame/MI: |James R Building/Room: ||
Last Hame: Trapperton 530 Morth Rose Street

— Address:

Phone/Ext: 616-378-1200
Alt Phone/Ext: City: F.alamazoo
Fax: B16:378-1240 State/Zip: Ml 43007 |-[0 |
E-mail: james. krapperizik alamazoo. com Routing:
Title: Grant Specializt Acronym:

3 https://ftateamweb_fta.dot.gov - Yiew/Modify User [ Jamez B Trapperton ] - Microsoft Internet E... [M[=] E3

Modify User &ll@

4} https:##ftateamweb fta dot gov - View/Modify User [ James R Trapperton ) - Microzoft Internet E__ [B[=] B3

EESk4 e SIRE =]

General Info Security Infa | FTA/Recipiant Info | Raoles/Privileges | General Info Security Infa | FTA/Recipient Info Roles/Privileges |
. Database:
User Iden:  [Z2UZ9H Last Login: Set Password ‘ User's Role: | &' Recipient © FTA © Other
Username: |TRAPPERTOMJOOR | Set PIN ¥ Recipient Functions " FTA Functions
Created:  4/28/200 Modified: Activate PIN [ Submi [ Award
" Execute ] Deobligate
Password:  meme Changed:  4/28/2008 Delete PIN B Eifly e lLer ™ Approve Budget Revision
PIN- Activated: Delete Account [ Certify as Official [ Maintain All Projects
] Certify as Both "' FPC Transfer
Suspended: Deleted: Suspend User ] Supplemental Agreement ] Legal Concurrence
Certified Date: 5-15-2006 Certified By L1022 Reactivate User ™ Help Desk B Sl
CEI"‘“}' User " Local Security Manager " Maintain Funds Control
Remark: | " Civil Rights o Approve Advice
15,2006 Lopezd: Add useful notes d o Department of Labor o Approve Dperating Budget|
here ™ Auditor
User Note:

Sample Form 1: A user on the transit agency’s office staff.
Enters information for projects and quarterlies. Doesn’t need to sign anything, just enter it.
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Sample Form 2: User on the transit agency’s CEO office staff. needs a PIN to electronically
‘sign’ on behalf of the CEO/Legal, enters information for projects and quarterlies.
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’3 https://ftateamweb. fta.dot_go¥ - ¥iew/Modify User [ Lisa K Thompson ] - Microsoft Internet Expl... [B[=] E3

https://ftateamweb._fta.dot. gov - View/Modify User [ Lisa K Thompson ) - Microsoft Internet Expl._. |5 [=][E3

4} https:/ fitateamweb.fta.dot.gov - View/Modify User [ Liza K Thompson ] - Microsoft Internet Expl._. [9[=] E3

- Madify User & ||@ ||§i X| v’*“
- - | ol || CAMCE] K
|M|:|d|1y User § ||@ ||§i Egﬁl Yfll —
- = — General Info Security Info FTA/Recipient Info | Roles/Privileges |
General Info ‘ Security Info | FTARecinient Info | Roles/Privilages |
FT4/Fecipient Infol

Cost Centers: Recipient IDs:
Salutation: INnne - Organization- |CT DOT
First Name/MI: Liss [« ] BuildingsRoom: | rinary Gl | A Rl |

e Jay O g
Last Name: Tharpsan o 2800 Berlin Turnpike el g LT — o= g i -

| (0000

Phone/Ext:  |803-434.2815 Box 317546 LA - 2000 -
Alt Phone/E xt: City: Mewington
Fax: 5034542580 State/Zip: o -0 ]
E-mail: lizakthompson@po.state. ch.us Houting:
Title: Grant Specialist Acronym:

https: //ftateamweb._fta_dot. goy - Yiew/Modify User [ Lisa K Thompson ] - Microsoft Internet Expl... [B[=] [E3

- - | - -
[ Modity Usor QIRIRISIE L [[wosiy vser = EEER
General Infa Security Info FT&/Recipient Info | Roles/Privileges | General Infa Security Info | FTA/Recipient Info Roles/Privileges |
=
& : | Database:
User Iden: JEF7SJR Last Login: Set Password
| User's Role: | * Recipient © FTA C Other
Username: |THOMPSONLOOR | Set PIN
Created: 4428/2008 M odified: Activate PIN ¥ Recipient Functions " FTA Functions
Password: s Changed:  4/28/2005 Delete PIN ' Submit I Award
) V| Ezecute " Deobligate
PIN: Activated: 4/28/2006 Delete Account
r Certify as Lawyer r Approve Budget Revision
: : Suspend User

Suspended: Deleted: I Centify as Official I Maintain All Projects
Remark: | | Reactivate User ¥ Certify as Both ™ FPC Transter
Certified Date:  5-15-2006 Cestified By LOPEZJ Certify User v Supplemental Agreement r Legal Concurrence

r Help Desk r Accounting
Remark: | |

" Local Security Manager "' Maintain Funds Control

5-15-2006 LopezJ: Add useful notes j "' Civil Rights " Approve Advice
her=
" Department of Labor "' Approve Dperating Budget
| ™ Auditor
User Mote:
1

Sample Form 2: User on the transit agency’'s CEO office staff. needs a PIN to electronically ‘sign’ on

behalf of the CEO/Legal, enters information for projects and quarterlies.
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—OWT I~ AARA 1A/~ L |
/2 https: f/ftateamweb. fta_dot.gov - View/Modify User [ Edward Bonti ) - Microsoft Internet Explorer p 9 =] S

[odity User SRR SHEL]| | Moty user S BEIS

#eb._fta.dot.gov - View/Modify User [ Edward Bonti | - Microsoft Internet Explorer

General Infa | Security Info | FTA/Recipient Info | Roles/Privileges | General Info Security Info FTA/Recipient Info | Roles/Privileges |
Salutation: Mone = Organization:  |FTa Cost Centers: RIFTA/Recipient Info
First Mame/MI: | Edward ” Building/R oom: |&tlanta Federal Cer ”Ste 17750 Primary Auzilary Primary Augilary
Last Mame:  |Bonti o B1 Forsyth Street, SW/ 78400 2 [oooon a [ ]l al
Phone/Ext: | 404-562-1134 | ’ oo al o0 al
Alt Phone/Ext: ” City: Atlanta
Fax: 40045623505 State/Zip: G4 [[30303 |-[0 ]
E-mail: edward. bonticzidat. gos Routing: TRO-04
Title: Grant b anager Acronym: FT4 Region IV Office
’3 https: //ftateamweb.fta.dot gov - View/Modify User [ Edward Bonti ] - Microsoft Internet Explorer  [Bi[=]
Modify User % n@ ol ‘%i E%I §Q0');:“ 4} https: //itateamweb. fta.dot. gov - View/Modify User [ Edward Bonti ] - Microsoft Internet Explorer  [[=] B3
Genetal Infa Security Info FTA/Recipient Info | Roles/Privileges | ‘Mﬂdify User . %l@ ‘%i :%l ‘0‘;:“
General Info Security - i o e e Roles/Privileges |
User Iden:  TBO<ESA Last Login: Set Password
Database: |[eIlE101% Assuranceﬂ
Usgername: |BONTIE | Set PIN &) =
T
K i - | User's Role: |  Recipient  FTA C Other
= Created: 4/28/2006 Modified: Activate PIN
Password: = Changed:  4/28/2006 Delete PIN " Recipient Functions ¥ FTA Functions
PIN: Activated: Delete Account M Submit M Award
¥ Execute r Deobligate
Suspended: Deleted: Suspend User
r Certify as Lawyer v Approve Budget Revision
- eactivate User
Remark: | | I Certify as Dfficial ¥ Maintain All Projects
Certified Date: 5-15-2006 Certified By L2574 Certify User I Certify as Both "' FPC Transfer
r Supplemental Agreement r Legal Concurrence
Remark: | |
d r Help Desk r Accounting
£-/15-2006 LopezJ: Add useful notes ) .
here " Local Security Manager " Maintain Funds Control
[ Civil Rights ] Approve Advice
User Note: ] Department of Labor r Approve Operating Budget|
I~ Auditor

Sample Form 3: FTA employee in a regional office. Enters and verifies information for projects and
quarterlies in region 4
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Transportation Electronic Award Management System [TEAM)
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3} https://fitateamweb.fta. dot gov - View/Modify Uszer [ Jane P Doe ] - Microzoft Internet Explorer 1 =] B3 3 https://ftateamweb_fta_dot gov - View/Modify User [ Jane P Doe ] - Microsoft Intermnet E xplorer o =] B3
R ] P |
Modify User NEEH & 25 £ |Modity User SIFEIS 2 L
General Info | Security Info | FTARecipient Info | Roles/Privileges | General Info Security Info FTA/Recipient Info | Roles/Privileges |
Salutation: INone vl Organization:  [FTa Cost Centers: Recipient IDs:
First Name/MI: |Jane ”F' Building/R oom: || 5 B 5 =
Primary Auxilary Primary Auxilary
Last Name: Doe o |?DD Tth Street, Ste 9315 E5000 A (oo ayj l:l al [oooo al
Phone/Ext:  [202-366-5000 [ ] = & o0 al
Alt Phone/Ext: | City: Washington 52000
Fax: 202-366-7951 State/Zip: b J[z0089 |-[o | £3000
E-mail: jahe. doed@fta dok gov Routing: 64000
Title: JARC Program M anager Acronym: TP S510
E5200
£5300
55300
66000
67000 ;I
https://ftateamweb.fta_dot.gov - Yiew/Modify User [ Jane P Doe ] - Microzoft Internet Expl
Modify User % |\@ |‘ i Xl W)}“
'y @’ ERHCEL]) Joie '3 https://ftateamweb. fta.dot_gov - View/Modify Uszer [ Jane P Doe ] - Microsoft Internet Explorer O] x|
General Info Security [nfo FTA/Recipient Info Roles/Privileges L P |
i | p | 9 | Modify User %l@ @i :g:(zl Toff
. Securit ) Roles/Privileges
User Iden:  JEQ45DY [Security Infain: Sot Password General Info ¥ g |
Usemame: |DOES | m Database: ||[[®IfF=101% Assuranceﬂ
User's Role: | O ipi (o o
Created:  4/28/2006 Modified: Activate PIN | Users Rol: | C Reciient © FTA_C ter
Password: s Changed:  4/28/2006 Delete PIN €] Don "' Recipient Functions ¥ FTA Functions
PIN: Activated: Delete Account ¥ Submit ¥ Award
S 30 V| Execute r Deobligate
Suspended: Deleted: r Certify as Lawyer r Approve Budget Revision
Remark: | | Reactivate User ™ Centify as Official ¥ Maintain All Projects
- . LOPEZ] " Certify as Both ™ FPC Transfer
Certified Date:  5-1572006 Certified By ertify User
r Supplemental Agreement r Legal Concurrence
Remark: | | r Help Desk r Accounting
57152006 LopezJ: Add useful notes d C Local Security Manager [ Maintain Funds Control
here " Civil Rights ™ Approve Advice
r Department of Labor r App Operating Budg:
User MHote: ™ Auditor
Sample Form 4: FTA employee in a HQ office. Needs to review projects in all programs, for all
regions, collaborate on them, run reports.

|a=
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What's next?
N

* On or about 5/15/2006, TAD20 will suspend
NON-FTA TEAM users who have not-been
“Certified”. (Local Security Managers will be warned)

* On or about 5/30/2006, TAD20 will suspend
FTA TEAM users who have not been
“Certified”. (Local Security Managers will be warned)

* All TEAM users will continue to use this form
and user management process for any new
users, modifications to existing users, or
deletions of user accounts.

FTA Office of Information Technology
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Questions?

Contact the TEAM Help Desk for assistance!

Hours of Operation
M-F 8:00a.m. to 5:00p.m. (EST)

Telephone Number
888 - 443 - 5305

Email Address
Team.HelpDesk@dot.gov

FTA Office of Information Technology
36



	TEAM Training for Local Security Managers
	Why ?
	Local Security Manager Responsibilities
	This is a BIG JOB!
	The TEAM User Access Forms
	Local Security Managers
	Staff Forms
	Contractor Forms
	Auditor Forms
	Grantee Access
	Good Practices
	More Good Practices
	Example: Password Reset
	What does this do?
	FTA Authorizations	
	Supervisor Authorization
	Authorization for Special Functions
	Designation of Signature
	Designation of Signature Authority
	Notification of Attorney's Affirmation
	Authorizing Resolution
	TEAM User Security Screens
	User Screens, continued
	Security Roles/Privileges
	Sample Form 1:  A user on the transit agency’s office staff. Enters information for projects and quarterlies. Doesn’t need to 
	Sample Form 2: User on the transit agency’s CEO office staff. needs a PIN to electronically ‘sign’ on behalf of the CEO/Legal,
	Sample Form 3: FTA employee in a regional office. Enters and verifies information for projects and quarterlies in region 4
	Sample Form 4: FTA employee in a HQ office. Needs to review projects in all programs, for all regions, collaborate on them, ru
	What’s next?
	Questions?

