Security Roles/Privileges

The features below designate the TEAM application privileges granted to the user when a certain role/function is selected for that user’s profile in the Roles/Privileges tab of the Add or Modify User screens.  The access that is granted from the selection as described below is given with the assumption that only that function is selected unless otherwise stated.  Most users will have a combination of functions selected to their profile, which will yield greater access to the system.

User Role:  FTA User

· No Additional Functions selected - the user will be notified at the login attempt that they do not have any rights to the selected database

· Recipient Functions - after login, the user can see the following features:

· Main Menu – (Home)

· Query Recipient – only those in the user’s profile can be queried

· View/Modify Recipient – only those ID’s in the profile can be viewed

· Query Application – results specific to profile parameters (Recipient ID’s, cost centers, etc.)

· Create New Project

· Copy Project

· Application Reviewer

· Create Amendment

· View/Print

· Project Information

· Budget

· Milestones

· Environmental findings

· Fleet Status 

· Comments/Concurrence

· Execution – this is for view only – rights as well as a PIN are required.  Execution is also a Recipient action

· Financial Status Report

· Milestones/Progress

· Revise Project Budget

· Project Funds/Status

· Close Out

· Civil Rights Status

· Query User – only should be able to see their own profile pulled with this level access

· View/Modify User – read only, except for the Role/Privileges tab, which is inaccessible

· Dynamic Query – all Data and Regional queries are available.  Only information allotted to the user’s profile will be retrieved

· Help Desk Information

· Exit

· Submit – if only the Submit function is selected for the user, the following features can be accessed (note: this feature is for electronic projects – to submit paper projects, the user must have access to the Review/DOL dates feature):

· Main Menu – (Home)

· Query Applications

· Submit Application – although the user can access the submit feature for electronic grants, they will not be able to submit a project unless they have an active PIN assigned to their profile

· Helpdesk Information

· Exit

· Execute – this feature is a Recipient action who needs the appropriate Recipient ID, Execution rights, and an active PIN.  The FTA user should not have a Recipient ID in their profile, and will therefore, not be able to Execute

· Main Menu – (Home)

· Query Application

· Execute Award – an active PIN is required as well as the functional role.  This role is for electronic grants – paper grants must be executed in the Review/DOL Dates feature

· Help Desk Information

· Exit

· Certify as Lawyer – this is a Recipient action, and therefore read only even with the function, PIN, and proper Recipient ID

· Main Menu – (Home)

· Query Recipient

· View/Modify Recipient

· Civil Rights Status

· Help Desk Information

· Exit

· Certify as Official – this is a Recipient action, and therefore read only even with the function, PIN, and proper Recipient ID

· Main Menu – (Home)

· Query Recipient

· View/Modify Recipient

· Civil Rights Status

· Help Desk Information

· Exit

· Certify as Both – this is a Recipient action, and therefore read only even with the function, PIN, and proper Recipient ID

· Main Menu – (Home)

· Query Recipient

· View/Modify Recipient

· Civil Rights Status

· Help Desk Information

· Exit

· Supplemental Agreement – this feature is a Recipient action who needs the appropriate Recipient ID, Execution rights, and an active PIN.  The FTA user should not have a Recipient ID in their profile, and will therefore, not be able to Execute

· Main Menu – (Home)

· Query Application

· Execute Award – an active PIN is required as well as the functional role.  This role is for electronic grants – paper grants must be executed in the Review/DOL Dates feature

· Help Desk Information

· Exit

· Help Desk – even if only the Help Desk function is selected, once the user’s profile is saved, the Award feature will be activated as well

· Main Menu – (Home)

· Query Application

· Obligation/Award

· Execute Award

· Query Formula Apportionment

· View Formula Apportionment

· Funding Adjustment Level 1

· Funding Adjustment Level 2

· Change Project Number

· Delete Project

· Delete Milestones

· Delete User Locks

· Query Scripts

· Create New Script

· Approve/Modify Script

· Query User

· Add User

· Modify User

· Help Desk Information

· Exit

· Local Security Manager – 

· Main Menu – (Home)

· Help Desk Information

· Exit

· Civil Rights – 

· Main Menu – (Home)

· Help Desk Information

· Exit

· Department of Labor – by selecting the Department of Labor function for a user profile, the Modify User tool automatically selects other necessary functions (Recipient Functions, Submit, Execute, FTA Functions, Award, and Deobligate).  There are various restrictions to the available features of a DOL user.  Most of the features they can access are read only – they can only enter data into select DOL specific features.  The tools they can view and/or modify are:

· Main Menu – (Home)

· Query Recipient

· View/Modify Recipient (Read only)

· Query Application

· Create New Project (Read only)

· Copy Project (Read only)

· Assign Project Number (Read only)

· Application Reviewer

· Submit Application (Read only)

· Create Amendment (Read only)

· View/Print

· Project Information (Read only)

· Budget (Read only)

· Milestones (Read only)

· Environmental Findings (Read only)

· Fleet Status (Read only)

· Comments/Concurrence (Can only read DOL comments)

· Review/DOL Dates (access to Date DOL Certified field – read only for other features)

· Reservations (Read only)

· Obligation/Award (Read only)

· Deobligation (Read only)

· Execute Award (Read only)

· Financial Status Report (Read only)

· Milestones/Progress (Read only)

· Revise Project Budget (Read only)

· Project Funds/Status

· Close Out (Read only)

· Project Info (Read only)

· Query Formula Apportionment

· View Formula Apportionment

· Funding Adjustment Level 1 (Read only)

· Funding Adjustment Level 2 (Read only)

· Civil Rights Status (Read only)

· Query User

· Modify User (Read only)

· Dynamic Queries – all Data and Regional Queries.  Only information allotted to the user’s profile will be retrieved

· Help Desk Information

· Exit

· Auditor – the DOL function must first be selected before the Auditor feature is selectable.  Once the Auditor feature is selected, all functions are automatically selected by the Modify User tool.  The Auditor role allows the user to see every feature in TEAM, but every feature listed below is read only.

· Main Menu – (Home)

· Query Recipient

· View/Modify Recipient (Read only)

· Query Application

· Create New Project (Read only)

· Copy Project (Read only)

· Assign Project Number (Read only)

· Application Reviewer

· Submit Application (Read only)

· Create Amendment (Read only)

· View/Print

· Project Information (Read only)

· Budget (Read only)

· Milestones (Read only)

· Environmental Findings (Read only)

· Fleet Status (Read only)

· Comments/Concurrence (Read only)

· Review/DOL Dates (Read only)

· Reservations (Read only)

· Obligation/Award (Read only)

· Deobligation (Read only)

· Execute Award (Read only)

· Financial Status Report (Read only)

· Milestones/Progress (Read only)

· Revise Project Budget (Read only)

· Project Funds/Status

· FPC Transfer (Read only)

· Close Out (Read only)

· Project Info (Read only)

· Query Formula Apportionment

· View Formula Apportionment

· Modify Formula Apportionment (Read only)

· Transfer Formula Apportionment (Read only)

· Create Formula Apportionment (Read only)

· Query Advice

· Create Advice (Read only)

· View Advice (Read only)

· Modify/Authorize Advice (Read only)

· Delete Pending Advice (Read only)

· Query Allotment Summary

· Allotment Status

· Operating Budget Plans (Read only)

· Operating Budget Recoveries (Read only)

· Operating Budget Transfers (Read only)

· Query Notification

· View Notification

· Authorize Notification (Read only)

· Funding Adjustment Level 1 (Read only)

· Funding Adjustment Level 2 (Read only)

· Civil Rights Status (Read only)

· Change Project Number (Read only)

· Delete Project (Read only)

· Delete Milestones (Read only)

· Delete User Locks (Read only)

· Query User

· Modify User (Read only)

· Dynamic Queries – all Data and Regional Queries.  Only information allotted to the user’s profile will be retrieved

· Help Desk Information

· Exit

· FTA Functions – When this function is selected for a user’s profile, Award, Submit, and Execute functions are automatically added upon saving

· Main Menu – (Home)

· Query Recipient

· View/Modify Recipient

· Query Application

· Create New Project

· Copy Project

· Assign Project Number

· Application Reviewer

· Submit Application

· Create Amendment

· View/Print

· Project Information

· Budget 

· Milestones

· Environmental Findings

· Fleet Status 

· Comments/Concurrence

· Review/DOL Dates

· Reservations

· Obligation/Award

· Execute Award – this is a Recipient PIN feature

· Financial Status Report

· Milestones/Progress

· Revise Project Budget

· Project Funds/Status

· Close Out 

· Project Info

· Query Formula Apportionment

· View Formula Apportionment

· Funding Adjustment Level 1

· Funding Adjustment Level 2

· Query User

· Modify User (Read Only)

· Dynamic Queries – all Data and Regional Queries.  Only information allotted to the user’s profile will be retrieved

· Help Desk Information

· Exit

· Award 

· Main Menu – (Home)

· Query Application

· Obilgation/Award

· Funding Adjustment Level 1

· Funding Adjustment Level 2

· Help Desk Information

· Exit

· Deobligate  

· Main Menu – (Home)

· Query Application

· Deobligation

· Help Desk Information

· Exit

· Approve Budget Revision – 

· Main Menu – (Home)

· Help Desk Information

· Exit

· Maintain All Projects – 

· Main Menu – (Home)

· Help Desk Information

· Exit

· FPC Transfer – 

· Main Menu – (Home)

· Query Application

· FPC Transfer

· Query Formula Apportionment

· Transfer Formula Apportionment

· Manage Earmark List

· Help Desk Information

· Exit

· Legal Concurrence – 

· Main Menu – (Home)

· Help Desk Information

· Exit

· Accounting – when selecting this function for a user, the Award function is automatically selected upon saving the Modify User tool

· Main Menu – (Home)

· Query Recipient

· View/Modify Recipient

· Query Application

· Assign Project Number

· Application Reviewer

· View/Print

· Comments/Concurrence

· Review/DOL Dates 

· Obligation/Award

· Execute Award

· Financial Status Report

· Milestones/Progress

· Revise Project Budget

· Project Funds/Status

· Close Out

· Query Formula Apportionment

· View Formula Apportionment

· Query Advice

· View Advice

· Query Allotment Summary

· Allotment Status

· Funding Adjustment Level 1

· Funding Adjustment Level 2

· Query User

· Modify User (Read only)

· Dynamic Queries – all Data and Regional Queries.  Only information allotted to the user’s profile will be retrieved

· Help Desk Information

· Exit

· Maintain Funds Control - when selecting this function for a user, the Approve Operating Budget function is automatically selected upon saving the Modify User tool

· Main Menu – (Home)

· Query Formula Apportionment

· View Formula Apportionment

· Modify Formula Apportionment

· Create Formula Apportionment

· Query Advice

· Create Advice

· Delete Pending Advice

· Query Allotment Summary

· Allotment Status

· Operating Budget Plans

· Operating Budget Recoveries

· Operating Budget Transfers

· Query Notification

· View Notification

· Authorize Notification

· Help Desk Information

· Exit

· Approve Advice – 

· Main Menu – (Home)

· Query Advice

· Modify/Authorize Advice

· Help Desk Information

· Exit

· Approve Operating Budget – 

· Main Menu – (Home)

· Operating Budget Plans

· Operating Budget Recoveries

· Help Desk Information

· Exit

User Role:  Recipient User

· No Additional Functions selected - the user will be notified at the login attempt that they do not have any rights to the selected database

· Recipient Functions - after login, the user can see the following features:

· Main Menu – (Home)

· Query Recipient – only those in the user’s profile can be queried

· View/Modify Recipient – only those ID’s in the profile can be viewed – many of the features are read only for Recipient users

· Query Application – results specific to profile parameters (Recipient ID’s, cost centers, etc.)

· Create New Project

· Copy Project

· Application Reviewer

· Create Amendment

· View/Print

· Project Information

· Budget

· Milestones

· Environmental findings

· Fleet Status 

· Comments/Concurrence

· Execution – rights as well as a PIN are required to actually complete the execution

· Financial Status Report

· Milestones/Progress

· Revise Project Budget

· Project Funds/Status

· Close Out

· Civil Rights Status

· Query User – only should be able to see their own profile pulled with this level access

· View/Modify User – read only, except for the Role/Privileges tab, which is inaccessible (it is reserved for FTA Local Security Managers)

· Dynamic Query – all Data and Regional queries are available.  Only information allotted to the user’s profile will be retrieved

· Help Desk Information

· Exit

· Submit – if only the Submit function is selected for the user, the following features can be accessed (note: this feature is for electronic projects – to submit paper projects, the user must have access to the Review/DOL dates feature):

· Main Menu – (Home)

· Query Applications

· Submit Application – although the user can access the submit feature for electronic grants, they will not be able to submit a project unless they have an active PIN assigned to their profile

· Helpdesk Information

· Exit

· Execute – this feature is a Recipient action who needs the appropriate Recipient ID, Execution rights, and an active PIN

· Main Menu – (Home)

· Query Application

· Execute Award – an active PIN is required as well as the functional role.  This role is for electronic grants – paper grants must be executed in the Review/DOL Dates feature

· Help Desk Information

· Exit

· Certify as Lawyer – this is a Recipient action, and requires the function, PIN, and proper Recipient ID

· Main Menu – (Home)

· Query Recipient

· View/Modify Recipient

· Civil Rights Status

· Help Desk Information

· Exit

· Certify as Official – this is a Recipient action, and requires the function, PIN, and proper Recipient ID

· Main Menu – (Home)

· Query Recipient

· View/Modify Recipient

· Civil Rights Status

· Help Desk Information

· Exit

· Certify as Both – this is a Recipient action, and requires the function, PIN, and proper Recipient ID

· Main Menu – (Home)

· Query Recipient

· View/Modify Recipient

· Civil Rights Status

· Help Desk Information

· Exit

· Supplemental Agreement – this feature is a Recipient action who needs the appropriate Recipient ID, Execution rights, and an active PIN.

· Main Menu – (Home)

· Query Application

· Execute Award – an active PIN is required as well as the functional role.  This role is for electronic grants – paper grants must be executed in the Review/DOL Dates feature

· Help Desk Information

· Exit

· Help Desk – even if only the Help Desk function is selected, once the user’s profile is saved, the Award feature will be activated as well

· Main Menu – (Home)

· Query Application

· Obligation/Award

· Execute Award

· Query Formula Apportionment

· View Formula Apportionment

· Funding Adjustment Level 1

· Funding Adjustment Level 2

· Change Project Number

· Delete Project

· Delete Milestones

· Delete User Locks

· Query Scripts

· Create New Script

· Approve/Modify Script

· Query User

· Add User

· Modify User

· Help Desk Information

· Exit

· Local Security Manager – 

· Main Menu – (Home)

· Help Desk Information

· Exit

· Civil Rights – 

· Main Menu – (Home)

· Help Desk Information

· Exit

· Department of Labor – by selecting the Department of Labor function for a user profile, the Modify User tool automatically selects other necessary functions (Recipient Functions, Submit, Execute, FTA Functions, Award, and Deobligate).  There are various restrictions to the available features of a DOL user.  Most of the features they can access are read only – they can only enter data into select DOL specific features.  The tools they can view and/or modify are:

· Main Menu – (Home)

· Query Recipient

· View/Modify Recipient (Read only)

· Query Application

· Create New Project (Read only)

· Copy Project (Read only)

· Assign Project Number (Read only)

· Application Reviewer

· Submit Application (Read only)

· Create Amendment (Read only)

· View/Print

· Project Information (Read only)

· Budget (Read only)

· Milestones (Read only)

· Environmental Findings (Read only)

· Fleet Status (Read only)

· Comments/Concurrence (Can only read DOL comments)

· Review/DOL Dates (access to Date DOL Certified field – read only for other features)

· Reservations (Read only)

· Obligation/Award (Read only)

· Deobligation (Read only)

· Execute Award (Read only)

· Financial Status Report (Read only)

· Milestones/Progress (Read only)

· Revise Project Budget (Read only)

· Project Funds/Status

· Close Out (Read only)

· Project Info (Read only)

· Query Formula Apportionment

· View Formula Apportionment

· Funding Adjustment Level 1 (Read only)

· Funding Adjustment Level 2 (Read only)

· Civil Rights Status (Read only)

· Query User

· Modify User (Read only)

· Dynamic Queries – all Data and Regional Queries.  Only information allotted to the user’s profile will be retrieved

· Help Desk Information

· Exit

· Auditor – the DOL function must first be selected before the Auditor feature is selectable.  Once the Auditor feature is selected, all functions are automatically selected by the Modify User tool.  The Auditor role allows the user to see every feature in TEAM, but every feature listed below is read only.

· Main Menu – (Home)

· Query Recipient

· View/Modify Recipient (Read only)

· Query Application

· Create New Project (Read only)

· Copy Project (Read only)

· Assign Project Number (Read only)

· Application Reviewer

· Submit Application (Read only)

· Create Amendment (Read only)

· View/Print

· Project Information (Read only)

· Budget (Read only)

· Milestones (Read only)

· Environmental Findings (Read only)

· Fleet Status (Read only)

· Comments/Concurrence (Read only)

· Review/DOL Dates (Read only)

· Reservations (Read only)

· Obligation/Award (Read only)

· Deobligation (Read only)

· Execute Award (Read only)

· Financial Status Report (Read only)

· Milestones/Progress (Read only)

· Revise Project Budget (Read only)

· Project Funds/Status

· FPC Transfer (Read only)

· Close Out (Read only)

· Project Info (Read only)

· Query Formula Apportionment

· View Formula Apportionment

· Modify Formula Apportionment (Read only)

· Transfer Formula Apportionment (Read only)

· Create Formula Apportionment (Read only)

· Query Advice

· Create Advice (Read only)

· View Advice (Read only)

· Modify/Authorize Advice (Read only)

· Delete Pending Advice (Read only)

· Query Allotment Summary

· Allotment Status

· Operating Budget Plans (Read only)

· Operating Budget Recoveries (Read only)

· Operating Budget Transfers (Read only)

· Query Notification

· View Notification

· Authorize Notification (Read only)

· Funding Adjustment Level 1 (Read only)

· Funding Adjustment Level 2 (Read only)

· Civil Rights Status (Read only)

· Change Project Number (Read only)

· Delete Project (Read only)

· Delete Milestones (Read only)

· Delete User Locks (Read only)

· Query User

· Modify User (Read only)

· Dynamic Queries – all Data and Regional Queries.  Only information allotted to the user’s profile will be retrieved

· Help Desk Information

· Exit

· FTA Functions – When this function is selected for a user’s profile, Award, Submit, and Execute functions are automatically added upon saving

· Main Menu – (Home)

· Query Recipient

· View/Modify Recipient

· Query Application

· Create New Project

· Copy Project

· Assign Project Number

· Application Reviewer

· Submit Application

· Create Amendment

· View/Print

· Project Information

· Budget 

· Milestones

· Environmental Findings

· Fleet Status 

· Comments/Concurrence

· Review/DOL Dates

· Reservations

· Obligation/Award

· Execute Award

· Financial Status Report

· Milestones/Progress

· Revise Project Budget

· Project Funds/Status

· Close Out 

· Project Info

· Query Formula Apportionment

· View Formula Apportionment

· Funding Adjustment Level 1

· Funding Adjustment Level 2

· Query User

· Modify User (Read Only)

· Dynamic Queries – all Data and Regional Queries.  Only information allotted to the user’s profile will be retrieved

· Help Desk Information

· Exit

· Award – 

· Main Menu – (Home)

· Query Application

· Obilgation/Award

· Funding Adjustment Level 1

· Funding Adjustment Level 2

· Help Desk Information

· Exit

· Deobligate  

· Main Menu – (Home)

· Query Application

· Deobligation

· Help Desk Information

· Exit

· Approve Budget Revision – 

· Main Menu – (Home)

· Help Desk Information

· Exit

· Maintain All Projects – 

· Main Menu – (Home)

· Help Desk Information

· Exit

· FPC Transfer – 

· Main Menu – (Home)

· Query Application

· FPC Transfer

· Query Formula Apportionment

· Transfer Formula Apportionment

· Manage Earmark List

· Help Desk Information

· Exit

· Legal Concurrence – 

· Main Menu – (Home)

· Help Desk Information

· Exit

· Accounting – when selecting this function for a user, the Award function is automatically selected upon saving the Modify User tool

· Main Menu – (Home)

· Query Recipient

· View/Modify Recipient

· Query Application

· Assign Project Number

· Application Reviewer

· View/Print

· Comments/Concurrence

· Review/DOL Dates 

· Obligation/Award

· Execute Award

· Financial Status Report

· Milestones/Progress

· Revise Project Budget

· Project Funds/Status

· Close Out

· Query Formula Apportionment

· View Formula Apportionment

· Query Advice

· View Advice

· Query Allotment Summary

· Allotment Status

· Funding Adjustment Level 1

· Funding Adjustment Level 2

· Query User

· Modify User (Read only)

· Dynamic Queries – all Data and Regional Queries.  Only information allotted to the user’s profile will be retrieved

· Help Desk Information

· Exit

· Maintain Funds Control - when selecting this function for a user, the Approve Operating Budget function is automatically selected upon saving the Modify User tool  

· Main Menu – (Home)

· Query Formula Apportionment

· View Formula Apportionment

· Modify Formula Apportionment

· Create Formula Apportionment

· Query Advice

· Create Advice

· Delete Pending Advice

· Query Allotment Summary

· Allotment Status

· Operating Budget Plans

· Operating Budget Recoveries

· Operating Budget Transfers

· Query Notification

· View Notification

· Authorize Notification

· Help Desk Information

· Exit

· Approve Advice – 
· Main Menu – (Home)

· Query Advice

· Modify/Authorize Advice

· Help Desk Information

· Exit

· Approve Operating Budget –
· Main Menu – (Home)

· Operating Budget Plans

· Operating Budget Recoveries

· Help Desk Information

· Exit

