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Why ?
N

* A 2005 audit identified that we,did not
follow a secure overall process for user
management in TEAM. We need:

o Standard practices / form

o A method to ensure that TEAM users are
who they say they are

o Internal controls for Staff access and
authorization

FTA Office of Information Technology
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Local Security Manager
Responsibilities

* First line of defense against fratid,or other
systems misuse

* Ensure the accurate completion, processing,
and filing of all TEAM user access forms
o And OASIS employee separation notices

* Notify Administrative Officer (AO) of all Staff
TEAM Users (for OASIS TEAM User Group)

* Reset passwords for users assigned by your
office

FTA Office of Information Technology
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Managing Users is a BIG JOB!

Active Users,

9/20/2006 User Type

Cost Center Name Cost Center Code FTA Recipient Contractor/Auditor Grand Total
TAD TAD 46 1 5 52
TCC TCC 7 7
TPACA TPACA 4 L 4
TPM TPM 106 \ 54 199
TBP TBP 40 2 12 54
TRI TRI 77 110 7 194
TCR TCR 17 2 19
TAD Central TAD Central 11 3 14
TPE TPE 27 27
LMRO LMRO 9 8 17
TSS TSS 8 1 9
TRO1 TRO1 15 162 1 178
TRO2 TRO2 33 176 27 236
TRO3 TRO3 24 296 320
TRO4 TRO4 29 684 1 714
TRO5 TRO5 28 715 1 744
TROG6 TROG6 22 327 1 350
TRO7 TRO7 16 118 134
TROS8 TROS8 14 109 123
TRO9 TRO9 31 506 3 540
TRO10 TRO10 22 381 403
Grand Total 586 3,635 117 4,338

FTA Office of Information Technology
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The TEAM User Access Forms

N
* Package posted:

o TEAM Home Page, FTANet, and FTA Public
Website

* |ncludes 2 Forms:
o Staff/Contractor/Auditor
o Grantee

* |ncludes Complete instructions:
o Which form to use
o Where completed forms go for processing
o What additional documents may be needed
o What Authorizations may be necessary

FTA Office of Information Technology
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Local Security Managers

* In the TEAM User Access}‘orm
Instructions

* Listed onthe TEAM Home Page

http://ftateamweb.fta.dot.gov/frames.htm

FTA Office of Information Technology
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Staff Forms

* All staff access to TEAM should be sigred by their
supervisor

* Special access to job-specific functions should be
signed by an HQ representative for that function
(Authorizations for Special Functions, page 18)

o Accounting Functions

o Legal Signoff

o Civil Rights Functions

o PIN Number for Obligation Activities, Earmark Management,
etc

* Notify Administrative Officer to add new staff to
OASIS TEAM User Group

FTA Office of Information Technology
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Contractor Forms
N

* Contractors acting as FTA staff who
require access to TEAM MUST be
Authorized by their Contracting Program
Manager.

o Example — Triennial Review Contractor

must be Authorized by Triennial Review
Program Manager

FTA Office of Information Technology
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Auditor Forms
N

* Auditors who require accesste. TEAM
MUST be Authorized by the FTA Audit
Liason in TBP.

* This access should be promptly
removed when audit activities are
complete.

FTA Office of Information Technology
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Grantee Access
N

* Ensure that Grantee Users are
authorized to have the functions they
are requesting

* Have the grant manager sign off to
ensure they ‘are who they say they are’

* Make sure ‘Designation of Signatures’
are on file for users “PINning” on behalf
of others In their office

FTA Office of Information Technology
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Good Practices

* Add notes to the user record to note Biser record
activities, password resets, access changes, etc.

* Use TEAM to notify user of username and password.

* DO NOT put a username, and password in the same
email.

* DO NOT email a PIN, send it to the snail mail
address on file, or leave it in a voice mail box with a
matching name for the user account.

* DO NOT change email address without verifying user
identity

* Attach scanned user access forms to the user record,
If possible

FTA Office of Information Technology
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More Good Practices
N

* Do NOT add/modify users withotig,proper
documentation

* Do not reset email addresses or passwords
without verifying user information.

* |f you aren’t sure about a user — ask
guestions!

* Always err on the safe side — collect another
signoff or ask another question

FTA Office of Information Technology
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Example: Password Reset
N

* A user calls and asks to reset their password.
You should:
o Pull their user file

o Ask them for the last 4 digits of their SSN (or other
memorable number as recorded on their User
form)

o Verify their office phone and address
o Verify email

o Send new password to the email address on file
using TEAM

FTA Office of Information Technology
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What does this do?
N

* |t ensures the person who is‘ealling Is

the person who should be using the
account

¢ |t ensures that the information remains
accurate in TEAM

FTA Office of Information Technology
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Staff/Contractor/Auditor
Form

*Collect the form

*Verify the information &
Authorizations

Multiple Authorizations may
be required for special
access!

L SM signs as FTA
Operational Approval

*Process the form in TEAM
(Verify & Certify!)

*File the form (attach in
TEAM, keep on ‘paper’ file
until user account is
terminated)

sLocal Security Managers
must notify your office
Administrative Officer to add
new users to OASIS TEAM
User Group (Staff only)

Transportation Electronic Award Management System (TEAM)
Staffi(ContractorfAuditor User Access Request

Chack Applicable Box: Naw Lisar With Fin Modity Lissr [usemama

M Lisar Withous Fin Delete Usar
Warning: The information contained in this form iz protected under Public Law 93-879, Privacy Act.
USER INFORMATION

Gengar M 1 F (Opfieral)

First Mame* [ Last Mame” Cffic Phiona® SEN [Last 4 Digits)”
T FAX Kumber
CI'EB"I[Z!UO'I Hamg* Emall Addrass”

Maling Addressi Street Mumbsar, City, State and ZIP Code)”

FTA Functional Approval MUST be provided below
{588 NSKLChions far reguired Elel ] is and where io submit s :'Z!f_"l'.il

“This u eeformmabon i mquied i aalebial o modiy powr TEAM caw scocual. By comgleling P form, pos exgraddy allest Wal efrmebon prosded i@ Fue and compsin & He beaf of yjowr
Kncwhnipe. Memal avcimalo wel e proands ke vl 1 asisilat @ new L ecooun! o N baad Ko deksicn of an aaatng B3N accoun!

[ AFPLICATION ACCESS [Check allhar appiyl.

Budget Functions Accounting Functions

Award (FIN Required] Ialntain Funds Coniral (PIM Requirad)
| |Cectigate Approve Adice [PIN Required)

Approve Bugiget Revision prove Operaiing Budged (PIM Fe
aintain Projects

Chll Rights
nanca Purpose Trans'ers

Legal Concurmence
Earmark Management
Earmark Adminisiration

| Other Functions

HE|E— Desk

Local Sscurity Manager
Aldior AcceBs (Tnguiry Cnly)

Cost Conter (=) (indaie Seiow)

Database
Procuciion
(Guallty Assurance
Soin Froducion and QA

N Ctner Rights (Fiease De

Earmark B3 Manager
Undoriined Functions requine spoecl sutbanzanons. See nstruciions).

Earmark Financial Manager

ACKNOWLEDGMENT OF RULES OF CONDUCT FOR SYSTEM USE

A5 a TEAM user, | understand that | am persorally responsiole for the use and misuse of my TEAM login ID and password. | undesstand that by requasting TEAM
30esE and atcepadngiusing such accees thal | must comply with the falowing:

1. Whnen cownioading sansitve information, | will ensurs that the information has the same level of protzction as FTA 3
2. |'will ngt permit anyone i use my TEAM 3CC2ES INfamation (Le. user ID. passward or ciner autnentication). My passwond [or other authentication) wil be kept
privatz, nal store in & place that 16 aocesshie by arvane oiner than the mysal (Le. famiy members, friends, 3. If stored, the passward wil not oe in text format
3. I'will follow slancard password procecures and change my password every ninely (30) days. My passwords will be &t least elght (3) @IpNEnumEanc caraciers
and contain a least one (1) caphal letier and one (1) numbsr.

4. |'will report any sacuriy proflems and anomalles In sysiem perommance 1o ie appropriate FTA Ofce,

5. I'will nosiy the approprsie FTA Cfice to elminate my TEAM access In the event of job Transfer, ternination, or If TEAM access ks no longsr raguined.

£. | undersiand Mat ¥ | am not using FTA-suppiled equipment and FTA suM2rs 3 securty breach or compromise ihat Is my Taull, | may be r2guired 1o allow AC02EE
oy eguipment by authorized representatives of ine Federal Govemment to detammire the causss and io fake comacilve actions).

lizations.

| agree o and wil comply with all of these condiions and understand hat falure 1o do 50 wil result in permanent remaval of my TEAM 3CCEE6, and may result in
ofher disciplinary or legal aclon. Sy slgring my name In e space below, | hereby acknowledge this agreement, and cerify that | understand the preceding terms
and provisions and that | accept the resporsibiity of adnerng to the same.

EREASE Hz_;_ Frrbed lame
FTA AUTHORIZATIONS
FT& Funciional Approvale, IT required by Access Reques! FT& Operational pproval
Superieos Progesn Managsr Awthonzation Name Sigzaturs Cus
TCR Authorizaten Neme Signasese T
TLC Authonzaten Teme Signatse Tt Elgralre of Local Gecurty Manager
TEP Autherizatee MName'Signatme Dass Printed Namgz
TP Authorzticn FaneSimarse Tt [TiHe [ Cafice
TAD Axnthorztion Fane/ Signarere Dads I
Cale Processed UgerlD FI

EAM STAFT User Aczous Reguest Farr
R DINZA0005
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FTA Authorizations
N

* |dentifies the appropriate indiwviduals
that must provide signature to authorize
access to special functions

* One or more FTA authorizations may be
required

o Attach/file additional authorizing
documents as necessary

FTA Office of Information Technology
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Supervisor Authorization
N

* A Supervisor MUST sign to authorize
for staff access

o Administrative Officers MUST be
notifled to add new staff users to the
OASIS TEAM User Group

This ensures that the Office maintains
awareness of systems access!

FTA Office of Information Technology
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Authorization for Special Functions

Regular Access - Employee's Supervisor or COTR
Special Access

Help Desk Functions/Local Security Manager Functions
o TEAM Project Manager or Director of Information Tech gy (TAD)
o Authorizing Officials: Jacquelynn Lopez, Dave Hostetter
Accounting and Budget Functions
o Director of Financial Systems or Director of Budget (TBP)
o Authorizing Officials: Gwen Daniel, Kristen Clarke
Earmark Administration Functions
o Director of Transit Programs (TPM)
o Authorizing Officials: Mary Martha Churchman, Henrika Buchanan-Smith
Civil Rights Functions
o Civil Rights Officer, HQ (TCR)
o Authorizing Officials: Sandra McCrea, Janice Barnes
Legal Signoff
o Chief Counsel or Deputy Chief Counsel (TCC)
o Authorizing Officials: Dave Horner
FTA Obligation Authority (Award Access and PIN, also listed on picklist for 'Paper' Grants)
o Only as indicated in the Federal Transit Administration Delegations of Authority
Auditor Access
o FTA Audit Liason (TBP)
o Authorizing Officials: Felicia Jones

FTA Office of Information Technology
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Grantee Form
*Collect the form

*Verify the information &
Authorizations

Additional documents may
be required for special
access!

L. SM signs as FTA
Operational Approval

*Process the form in TEAM
(Verify & Certify!)

*File the form (attach in
TEAM, keep on ‘paper’ file
until user account is
terminated)

Transportation Electronic Award Management System (TEAM)
Grantee [ Recipient User Access Request

Chack Applicabla Box: New User With Pin Moty Liser [usemama
= Usar Without Fin Delete User

Warning: The information contained in this form is protected under Public Law 93-879, Privacy Act.

USER INFORMATION

Genger M [ F [Optienal)
First Name® [ Last Mame” Cffice Phone” S3M (Last 4 Digits)”
Tha FAX Number
Organization Mame” Reciplent 1D Emall Address”

taling Adoress{ Strest Mumbser, City, State and ZIP Code)”

Users Authorizing Signature (Ee2 Insfructions)

Frint2d Mame of above Date

TTE U oo 3 Bqureg ko aslsakal oy moddy poor | EAM crw soroutl Sy [ alleat tha! isiaxm Eftenied i e and s 1 M el af e
hncwladpe. vl afarmalog wi be prosnds ke mibeal o ailsblab @ new her accousd o e badu oy delebon of an enaling TEAM aczownl

RPPLICATION ACGESS [Chock all That appiy).

Recipient Access Type Recipient PIN Functions Designated Recipient ID{s) (Indicate Below)

raulry Only Bubmit Application
ModHy\Upcate

ofh Lawysr and Sfficial Metropolitan Planning @rganization (MPO) 1D

Frovids Supplemenisl Agresment
{PiM Functions require Designation of Signarwne AuthonTy on Organizanon/dgency Lemarhead. 568 NSTUcTons).

ACKHNOWLEDGMENT OF RULES OF CONDUCT FOR SYSTEM USE

A5 a TEAM user, | urderstand that | am persanally responsible for the use and misuse of my TEAM login ID and password. | understand that by requasting TEAM
@0Cess and actepIng/using such accees that | must comply with the folowing:

Wnen dgownioading sensltive Information, | will ersure that the Information has the same level of profection as FTA applications.
2 |will it parmit anyone o use my TEAM accass Infarmation (lL.e. user ID, passward or oiher autherdicalion) M‘p password [ar other authentication) wil be kept
private, mat stored In @ place ihat Is accessie by amyone other han the mysal (Le. tamiy members, friends, eic.). If stored, the p:ssw.r:l willl mot oe In text famat.
3. | will fzliow standard F\!E&A‘DI‘U pracaduras and change my password avery ninely (S0) days. My passwords !.'|| te at least sight (8) alphanumenic characiers
and contain & least one (1) capiial letier and one (1) numbsar,
4. | will report any S-E{:.Jr"a' problemes and anomalles In sy5iem periormance io the appropriate FTA Ofics.
S, I'will nesky the np"r"phje FTA Office o ellminate my TEAM access In the event of job transfer, termination, or If TEAM access ks no longer reguined.
E. | undersiand at & | am not using FTA-suppiled equipment and FTA SUMSrs 3 se0 .Jr"a' breacn or compromise that s my Taul, | may be reguired to allosy 300266
o my eguipment by authorzed reprasentalives of the Federal Government 1o determine the causes and 1o 1ake comactive actlons).

| agree to and wil compily with all of thase condbions and understand that fallure to do 5o will result in permanent removal of my TEAM 3c0ess, and may result in
oener Qsaiplinarny or legal acton. Sy EIgnIng My rams In ME spEce below, | NErElY 3cKNOWISI08 s 3gPesment, and C2nry that | Undersiand e preceding terms
and provisions and that | aceept the respensibiy of sdherng bo the same

TIgnatire Da=  TEomamame
FTA AUTHORIZATION
FT4 Functional Approval FT4 Opsrational Approva

_r-_F._
Signature of Aunorizing FTA CMclal Date ‘Signature of Aulhorzing FTA CFficia
Frinted Mame Frired Name
TR | Office Title F Cfice

Daes Processed UEern =]

TEAM Lasr Accew Reguest Fam
Bt [04VA0008
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Designation of Signature
N
* Template available in User Farm
Instructions
* Used to delegate signature or “PIN”

authority to someone other than the
Official Named on the Resolution

Authority

FTA Office of Information Technology
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Designation of Signature Authority

FTA need not obtain a separate legal opinion for authority of the
Applicant's CEO to enter his or her on~hehalf of the Applicant,
PROVIDED THAT:

1. The individual seeking TEAM access is the Applicant's CEO,
and

2. |F:

A. The Applicant's CEO has selected certs and assurances on
behalf of the Applicant for the current fiscal year,

B. The Applicant's CEO has entered his or her PIN in the TEAM
Affirmation of the Applicant, and

C. Either:

a) The Applicant's attorney has entered his or her PIN in the TEAM
Attorney's Affirmation signifying that the Applicant's actions are
authorized by law, or

b) The Applicant has on file an Affirmation of the Attorney dated during
the current fiscal year, and the CEO has entered his or her PIN in
the place for the Applicant's Attorney's PIN.

FTA Office of Information Technology
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Notification of Attorney's Affirmation

1. FTA prefers that the Applicant's Attorney enter his or
her own PIN in the Affirmation O{Qtorney.

2. On the other hand, FTA permits the,individual
authorized to act on behalf of the Applicant to enter
his or her PIN on behalf of the Applicant's Attorney,
provided the Applicant has on file a current
Affirmation of Attorney pertaining to the Applicant's
authority to enter into agreements with FTA, comply
with Federal requirements, and acknowledging that
statements made by person signing the certs and
assurances on behalf of the applicant are correct.

(Among other things, this statement implies that only the proper
Individuals have been authorized to commit an Applicant to
comply with FTA’s terms and conditions for assistance.)

FTA Office of Information Technology
22



=Q7EAM-Web

Authorizing Resolution

* |n general, a public body must have an authorizing
resolution from its board of directors«r be otherwise
properly authorized under state and local law before
It can take any action.

* Consequently, FTA expects the Applicant/Recipient
to retain that resolution in its files, but it is desirable
for the Applicant/Recipient to scan it and attach it in
TEAM.

FTA Office of Information Technology
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TEAM User Security Screens

See the TEAM Usel’ GUide |Ocated at http://ftateamweb.fta.dot.qov/static/userguide.html
chapter 10. for detailed walkthroughs of the screens

3 https:/ /ftateamweb.fta.dot.goy - Add New User - Microsoft Interne

=101 %]

; Yiew/Modify User { Mehtab singh ) - Microsoft Internet Explorer

N

- o] x|
_ ] .
Modity User RIS E] | | modity user Y =EREEE
Generallnfs | Security Info | FTA/Recipientinfo |  RolesiPrivileges | General Info Security Info FTARecipient Info | Roles/Privileges |
Salutation:  [None =] Organization: Userlden:  MEHTABS Last Login: 4/11/2008 Set Password
First Mame/MI: ” Building/Room: ||
Username: SINGHM ‘ m
Last Name: |
Add z Tl
Phone/Ext: | ress | Created: 74542001 Modified: | 7/6/2001 fielliveite Sl
- . Delete PIN
QitRhone/Eal: || ci | Password: = Changed:  3/23/2006 _
Fax: State/Zip: ||D | - |D | Delete Account
s 3 PIN: Activated:  9/14/2005
E-mail: Routing: Suspend User
Title: Acronym: Suspended: Deleted: Reactivate User
Certified D ate: Certified By Certify User
Remark:
User Hote:
[&] Done ’_ ’_ ’_ l_ E | trtermet v
Z [&] Done ’_ ’_ ’_ l_ ré_ | @ Trusted sites v

Click “Certify User” to record that an Authorized User Access form is on file

FTA Office of Information Technology
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User Screens, continued

Office or cost
centers the use

has access to
view and/or edit

(depending on
Roles/Privileges)

3 https:/ /ftateamweb.fta.dot.gov - Add New User - Microsoft Inte:

N

=101 %]

Recipient IDs the

i | |
|Mnd|1y User @I‘%i :%I ﬁ%;:
General Info Security Info FTA/Recipient Info | Roles/Privileges |
.
Cost Centers: Recipientios:
\ Primary Auziliary Primary Auzihary
[ [%fooe ] @ [ Jalfom Q
00000 al 0o0n al
|@j javascripk:selectTabl3) I_I_I_I_E|O Internek i

user has access to
view and/or edit

(depending on
Roles/Privileges)

FTA Office of Information Technology
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Security Roles/Privileges

It is Important that you
understand these boxes and
how to accurately reflect the
user’s job function in both the
form and the TEAM user
account.

Security Roles Reference

Document located at :
http://ftateamweb.fta.dot.gov /static/Guidance-HQ/

Contact the User, the FTA
Authorizer, or the TEAM help
desk if you are still uncertain of
the type of access they need, or
how to assign it in TEAM!

3 hittp://63,97. 83,67,

Ve O e TRl sl e I e T B e B GOSN e T E LRk J Jd

i |
Modity User SIBE S ¢
General Infa Security Info | FTARecipient Info Roles/Privileges |
Database: [N FEEEIT G ]
User's Role: | () Recipient &) FTA ) Other
Recipient Functions FTA Functions
Submit Award
Execute Deobligate
" Certify az Lawyer Approve Budget Revizion
" | Certify az Official Maintain All Projects
" | Certify as Both FPC Transfer
" | Supplemental Agreement [] Legal Concumence
Help Desk Accounting
[ Local Security Manager Maintain Funds Control
Civil Rights Approve Advice
" Department of Labor Approve Operating Budget
Auditor
Earmark Administration
[] Earmark HQ Magr
[] Earmark Financial Mar
iﬁ Q Internet

FTA Office of Information Technology
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What's done, what’'s next?

* 5/15/2006, TAD20 suspended NON-FRA TEAM
users who had not been “Certified”.

* On or about 1/8/2007, TAD20 will suspend FTA
TEAM users who have not been “Certified”. (Local
Security Managers will be notified)

* In response to audit findings in 2006, TEAM User
roles will be reviewed, with possible revisions made.
(Local Security Managers will be notified)

* All TEAM users will continue to use this form and
user management process for any new users,
modifications to existing users, or deletions of user
accounts.

FTA Office of Information Technology
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Questions?

Contact the TEAM Help Desk for a%ance!

Hours of Operation
M-F 8:00a.m. to 5:00p.m. (EST)

Telephone Number
888 - 443 - 5305

Email Address
Team.HelpDesk@dot.gov

FTA Office of Information Technology
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1. Local Security Managers will generally process the forms in TEAM for the people that work out of their locality. A local Security Manager has
authority to add/modify staff users from authorized forms for other offices to TEAM. In any case, be sure to note where the access forms &
supporting documentation is filed if it is not attached to the user record in TEAM.

2. "Grantee User Supervisor" or "FTA Point of Contact” on the User Form
From Linda Sorkin: Please have the CEO, board chair or other delegated authority send us a delegation of signature with an org chart stating
that any one who is the supervisor for a TEAM user can sign for that person.

3. Access to these TEAM Financial Functions now require Accounting/Budget Signoff (Gwen™Raniels/Kris Clarke)
Obligation

Deobligation

FPC Transfer

Accounting Functions

Maintain Funds Control

Approve Advice

Approve Operating Budget

© ©o o o © o o

4. The Local Security Manager has the authority to “Certify” that an authorized access form or accompanying documentation is on file. In cases
where the form and/or accompanying documentation is expected on or about a certain date, and interruption in TEAM access would cause
delays in grant processing, it is at the discretion of the Local Security Manager to “certify” users. In any case, be sure to add notes to the User’s
record indicating the expected dates of the documentation.

5. For temporary Local Security access rights to assist in the initial recertification through May of 2006, an email indicating temporary authorization for
specific individuals can be sent by Jacquelynn Lopez or David Hostetter in TAD-20 and would serve in lieu of a special form signature.

6. Local Security Managers have the authority to accept prior forms and authorization materials for users in their Cost Center processed between
4/1/2005 and 3/31/2006. These users can be “Certified” by the Local Security Managers at their discretion based on the existing Authorization
Materials provided and remaining on file for that user during this time.

7. For recertification of existing grantee users, the FTA regional knowledge of grantee’s organization may be sufficient basis for accepting the
supervisor’s signature. For audit purposes, it would be good to attach a copy of the grantee’s org chart and/or supervisory chain of command
to the recipient profile information. That could be done as a matter of routine business after the certification. Of course, if there is any question
about the signature authority, the security manager should request the documentation suggested in the guidance provided following the TPM
biweekly conference call and now incorporated in the grantee instructions.

For certification of new grantee users, the org chart and other evidence of the signature authority should be requested up front at the time of the initial
certification.

8. PINs should NOT be emailed. A paper copy can be mailed to the address on the User Account, or a Voice Malil left to an inbox with a matching
User Name.

FTA Office of Information Technology
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Updates to this document

. 6/29/2006, Lopezj. Updated this document with:
o updates page 38, a clarifications page 37, and modified the Good Practices page 11 with abullet on PINS

° 9/1/2006, Lopezj
o Changes to reflect new earmark administration access and approvals

FTA Office of Information Technology
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